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1. Executive summary  

Solar photovoltaic technology has been experiencing exponential growth in recent years and is expected to continue 
in the coming years. This and other factors mean that its operation is facing new challenges that can only be 
addressed by digitization and the use of advanced information analysis and management techniques. 

The present WP addresses one part of this problem: the automatic diagnosis of faults and anomalies. This automation 
has great advantages in the operation and maintenance of the PV plants: 

 Considerably reduces the effort of analysing the plant operation, making it more efficient and productive. 
 Problems are solved more efficiently and quickly, reducing their associated damage. 
 Plant operators do not waste time on tedious inspections and have prior knowledge of the problem they are 

facing, reducing unnecessary work and improving workplace safety. 
 Multiple problems that cannot be located with traditional techniques can be solved, especially those related 

to predictive maintenance. 

The approach of this project to face this challenge is through the use of AI. This document presents a state of the art 
on the latest related developments, which serves as a starting point for defining the techniques to be used. 

This document presents the first deliverable of WP4 (Automatic performance evaluation, fault detection and diagnosis 
of their causes), and it explains the main objectives to be reached, the techniques used for that and the KPIs defined 
for the validation of the different solutions. 

This WP4 is divided into two differentiated tasks and D4.1 is structured accordingly: 

 Task 4.1: Development and demonstration of systems for performance evaluation, failure detection and 
diagnosis of causes based on artificial intelligence and big data.  

Task 4.1 concept can be found in Chapter A: Optimizing PV performance, availability and durability through 
advanced fault detection 

As the main objective of this chapter, the algorithms to be developed and their development plan are described.  
These are divided into two main groups with different approaches: i) combination of heuristic techniques and 
exploratory AI algorithms and ii) algorithms based on Machine Learning techniques. 

The chapter A also describes the data structures that the developed system will have. This involves the definition of 
the input and output information, the latter having a proposal for classification of fault diagnoses. This definition is 
key to enable an intercomparison between algorithms. 

Finally, the evaluation and comparison methods for the developments are defined. These are the KPIs that allow the 
evaluation of the algorithms' output in comparison with a known data set. A classification and ranking method will 
also be proposed to easily see all the developments carried out and which are the best to help in the operation and 
maintenance of PV solar plants. 
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 Task 4.2: Development and demonstration of a 100% autonomous aerial inspection and fault detection 
system based on the integration of AI and high temporal and spatial resolution multispectral aerial imaging 
solutions.  

Task 4.2 concept can be found in Chapter B: Development and demonstration of a 100% autonomous aerial 
inspection and fault detection system  

The main objectives of this chapter B are: 

• State what current problems in PV plants we address to focus on 

• State why T4.2 contribution is crucial for the achievement of PVOP objectives 

• Describe the concept of our proposed solution and its six Use Cases 

• Indicate validation KPIs and targets to be reached for each Use Case of the solution 

• Briefly describe the test campaign that will be carried out 

Section 9 (Introduction) states the current problems in PV farms that PVOP aims to address, their impact they have 
on the Assets and which general characteristics the solution PVOP proposes presents.  

Section 10 (Architectural proposal) is a comprehensive technical description of the concept proposed by PVOP for 
this T4.2, with a detailed characterization of each Use Case it is made of.  

Section 12 (Experiments and KPIs) describes the experiments that will be carried out for the validation of the 
proposed solution, describes the KPIs used for its validation and sets their expected values. 
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2. Introduction 

The photovoltaic market is experiencing exponential growth, with forecasts that this will continue in the coming years. 
This brings new challenges to the sector, which is increasingly finding it difficult to maintain large parks, in portfolios 
that continue to grow and in turn in an environment of cost reduction. Digitalization and the use of new technologies 
are key to maintaining this situation. 

This WP focuses on the automated diagnosis of faults and anomalies in power plants based on IA techniques. These 
techniques make it possible to address most of the challenges presented here and will provide a complete diagnosis 
solution. The next sections describe the state of the market, the addressed problem in this WP, and the AI-powered 
algorithm approach. 

2.1. The market 
 

According to the International Energy Agency (IEA), more than 413 GW of solar photovoltaic power was installed 
worldwide in 2023, reaching a cumulative figure of 1,589 GW. This represented a market with a value level of €214 
billion. Within renewable energies, solar photovoltaic energy is the leader with 50% of the total installed renewable 
energy capacity in 2023.  

This growth in installed capacity worldwide has been accompanied by an increase in the proportion of electrical 
energy of photovoltaic origin. During 2023, it is estimated that 5.5% of all electrical energy consumed in the world 
originated from solar photovoltaic energy. The European average of solar energy penetration has already reached 
12% with the following countries above this average: Spain (15%), the Netherlands (14.5%), Germany (12.5%) and 
Denmark (12.5%). 

Within the photovoltaic sector, the submarket for systems for monitoring and optimizing the operation of photovoltaic 
plants has even greater growth expectations than that for the development of new installations, since their 
implementation affects both new systems and those already in operation. The strong growth of the market for systems 
for monitoring and automatic analysis of PV installations is because technology must face new challenges where this 
type of system is essential: increasingly larger plants, portfolios of PV plants spread throughout the world, massive 
amounts of data, rapid portfolio growth, etc. There are several companies operating in the sector of systems for 
monitoring and optimizing PV plants, but in general these systems allow the status of the plant to be viewed and 
transfer the native alarms generated by the equipment itself, but they do not have true autonomous systems for the 
detection and diagnosis of faults, which prevents many operating anomalies from being corrected or anticipated and, 
therefore, leads to significant energy losses, as well as increased O&M costs. 
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2.2. The problem 
The situation of the sector and its expectations brings new challenges in the operation and management of assets. 
These tasks cannot be carried out without a strong digitalization of the sector and innovation in line with this objective 
that allows for great automation. In these aspects, these are the main challenges: 

1. Large number of elements of different nature: Plants are increasingly larger, which implies an increase in the 
elements to be monitored. At the same time, the sector continues to grow technologically, with the 
appearance of new types of equipment or manufacturers that need to be incorporated into these systems. 
This implies that the analysis systems must be able to adapt to different types of information. 

2. Large amounts of information: These elements generate a large amount of data, increasing in quantity as 
the operational analyses become more detailed. Analysis systems must be able to manage massive 
amounts of data and even have the ability to adapt to data availability. 

3. Geographical distribution: PV plant portfolios are geographically distributed throughout the world. This 
implies that there are many sources of information facing different operating situations, requiring analysis 
systems that have the capacity to adapt to different behaviours. 

4. Rapid growth: New PV plants are being incorporated into portfolios very quickly, and plant parks continue to 
grow, making it difficult to manage these new assets. Therefore, analysis systems must be automatic and 
able to adapt to new plants, with the ability to learn. 

5. Accuracy in results: We must not forget that we are in an industrial environment, specifically in electrical 
installations, with its respective risks. Analysis systems that deliver useful information to the end user must 
be accurate and robust so that they provide real value to O&M. 

These challenges can be addressed with extensive digitalisation and automatic analysis. One of the main capabilities 
this analysis should have is the diagnosis of faults and anomalies. Broadly speaking, this consists of extracting from 
the massive amount of information coming from the plants, any pattern that may indicate a behaviour that is not 
correct. This can be done with different techniques, with AI being a great candidate for these tasks. The aim of this 
specific WP is the development of Faults and Anomalies Diagnosis (FAD) algorithms based on IA that can reach the 
market. These allow the analysis of large amounts of operating data and considerably help in plant operation tasks, 
increasing the performance of PV plants and reducing time and costs. 

This integration must be focused on helping in the operation of the plants, which involves answering questions related 
to their status: 

 Can I trust what I see? The facilities are large with thousands of sensors. These have come from different 
manufacturers and have been assembled in the construction of the plant. Time passes and not everything 
continues to operate as it should. The information is not always reliable, it must be verified, many times the 
problem is the origin of the information. 

 Something is not working well? The different elements of the plant may not be working as they should, 
from poor configuration to part of them breaking. These problems are usually linked to production losses. 

 Is there going to be a problem? There are abnormal behaviours or tendencies that can lead to a bigger 
problem. These do not present a problem at the present, so they are not linked to production problems, but 
they can end up in greater damage. 

The aim of the development of this WP is to generate a set of algorithms that provide answers to these questions. 
These will be related to the possible outcomes in Section 4.2. 
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2.3. The algorithmic approach 
Automatic fault detection applied to photovoltaic systems has been a trending research topic in recent years. Classic 
models used for fault detection are electrical circuit simulation, statistical analysis, electrical signal approaches, 
predictive models compared to real models, and comparisons between measured and simulated energy yields. Other 
methods are based on AI techniques, specifically machine learning or deep learning, depending on the data sources 
and objectives. In view of the many companies announcing specific products for this, one might think that the solution 
is very advanced. However, most of them are limited to presenting graphic descriptions of the measured variables, 
analysing the overall performance of the photovoltaic plant by calculating the PR and estimating the most relevant 
losses (thermal, DC/AC conversion, etc.). This allows a rough analysis (with a margin of uncertainty around 3%) of 
how a plant meets the profitability expectations placed on it. Unfortunately, it leaves out other more advanced 
possibilities, such as early fault detection, which are precisely those that allow optimizing operating costs. In addition, 
faults that can be detected from the combination of different data sources. Currently, this integration is very limited, 
and it is necessary to resort to several tools, some for photovoltaic plant sensors, others for aerial image campaigns, 
others para manual works, etc. 

Algorithms, including those based on artificial intelligence, can work with information of different nature, which in turn 
can be structured in many ways. This often makes it difficult to apply algorithms to the same problems, even if they 
are conceptually very similar. This project seeks to develop a family of algorithms that can solve the challenges 
described above and be a bridge for future developments in the sector. To achieve this goal, certain bases for the 
generalization are established, as comparison and evaluation of these algorithms. On the other hand, algorithms can 
be of a very varied nature and their technology changes over time. 

Current monitoring systems generally incorporate visualization platforms and a native alarm management system. In 
other words, they transfer the operating alarms given by the equipment itself to the central control platform. In some 
cases, they also present simple operating indicators (KPI). However, they do not incorporate fault detection systems, 
do not provide diagnoses of the incidents that occur, nor do they help in the planning of interventions. These tasks 
are left to the operators, in the case of central installations, or to the owner or maintainer in the case of distributed 
installations. The absence of advanced Fault and Anomalies Diagnosis (FAD) procedures, that allow the detection, 
diagnosis and prevention of faults to be automated directly, translates into a higher incidence of anomalies, a longer 
duration of these and an increase in the severity of their effects. Regarding the control of the operation of the 
installation, this translates into a decrease in production and, therefore, in the returns of the project.  

In the field of maintenance, the objective of incorporating the results of this project is to improve the planning of 
preventive measures and replace corrective measures with preventive measures as far as possible. In other words, 
the objective is, on the one hand, to optimize planning, reduce O&M costs and maximize production and, on the 
other, to anticipate maintenance interventions before incidents occur, which allows extending the life of the equipment 
by avoiding serious incidents and reducing the cost of maintenance (generally, preventive maintenance is less 
expensive than corrective maintenance). It must be considered that O&M costs are one of the main charges of a PV 
plant throughout its useful life, since they represent a recurring outlay throughout the useful life and, therefore, any 
reduction in these results is an improvement in the profitability of PV projects. 

This project proposes a FAD system composed of a family of algorithms capable of detecting and diagnosing faults 
in PV plants, with a higher level of robustness and capable of working with different data sources at the same time. 
Due to the breadth of the state of the art, this Working Package will focus on certain techniques that have emerged 
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as promising in previous studies. The main ones that will be used in the project are listed below, separating those 
that make use of AI and those that do not: 

1) Techniques without Artificial Intelligence 

These techniques do not require advanced machine learning models or neural networks, but are based on statistical 
methods, heuristic rules or simpler algorithms. They are useful when data is limited or when the complexity of the 
system does not justify the use of AI. 

a) Heuristic rules: Based on prior knowledge of the system. These rules are programmed by PV experts and are 
used to detect common faults. A common technique is Threshold Analysis, predefined limits are set for key 
parameters (energy production, panel temperature, solar radiation, etc.). If the actual values exceed or fall below 
these thresholds, a fault is assumed. 

b) Comparison with an Ideal Model: The performance of the system can be compared with that of an ideal or 
expected model without using AI. Any significant discrepancy can signal a fault. 

 

2) Artificial Intelligence Techniques 

These techniques use advanced machine learning models to detect complex patterns in data that may not be evident 
with traditional methods:  

a) Recurrent Neural Networks (RNN): They learn complex patterns in the operating data of PV systems and can 
predict faults. Recurrent neural networks such as LSTM are very useful for sequential data (such as energy 
production over time). Example: A neural network that learns the pattern of behaviour of a PV system under 
normal conditions and detects anomalous deviations that precede faults. 

b) Convolutional Neural Network (CNN): They were historically employed for image processing applications. The 
effectiveness of CNNs in fault detection comes from their ability to learn from large datasets, adapt to different 
fault conditions and improve classification accuracy over time. By using labelled datasets of known faults and 
normal operating conditions, CNNs can be trained to distinguish between different types of anomalies with high 
accuracy. This results in faster fault identification and reduced downtime in PV systems. CNNs are characterized 
by several essential components: 

i. Convolutional layers: These perform convolution operations on the input data, allowing the network 
to detect local patterns and features. 

ii. Pooling layers: These layers decrease the dimensionality of the data, emphasizing the most critical 
features while reducing computational load. 

iii. Fully connected layers: These layers conduct high-level inference using the features extracted by 
earlier layers. 

c) Anomaly Detection Algorithms (One-Class SVM, Isolation Forest): These algorithms train models with normal 
operating data to identify outliers. Example: An algorithm that detects anomalies in energy production or inverter 
behaviour based on historical normal operating data. 

d) Clustering algorithms (k-means, DBSCAN): Identify groups or clusters of similar performance and highlight 
anomalous behaviour that could indicate fault. These methods can be adapted to AI when combined with 
unsupervised learning techniques. Example: Grouping PV panels according to their performance and detecting 
a group that is operating significantly worse than the rest. 

e) Transfer learning models or Deep Learning: These allow for the inclusion of an adaptation in the algorithms' own 
operation phase, making them more robust in integration into new plants. 



D4.1 CONCEPT WP4 

 5 

 

 

 

Most of these algorithms require a learning process, which will allow them to generate results from historical results. 
The training process is the stage where the algorithm will learn from the known input-output data. Figure 1 shows a 
schematic of the process. The input data is processed by the algorithm, its output is evaluated against a known 
output for that input, and the algorithm is tuned to improve its accuracy. 

 

Figure 1. Supervised training process with known data sets. 

Once the training process is finished, an evaluation stage usually begins with another set of known data. The 
algorithms that have been correctly adjusted will pass this evaluation stage and can be used in production. The 
algorithm can also continue its learning during the operation phase itself, following a scheme like that shown in Figure 
2. It should be noted that in this phase, supervision of the learning and the quality of the data set may be difficult to 
ensure. The learning process can be reduced in this case, attending only to adjustments of some of its components 
that may allow a certain adaptation to the temporal evolution of the installation. These are cases of reinforcement 
learning or transfer learning. 

 

Figure 2. Supervised training process during operation stage. 
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3. State of the Art 

The exponential growth of PV plants means that most of them have been built in the last decade. As they are relatively 
new installations, they usually have high levels of digitalization in their supervision. These generate a large amount 
of information that is difficult to manage with traditional techniques and the automation of their analysis is a growing 
topic of research in the sector [1][2].  

During the operation of a plant, numerous faults and anomalies occur, which must be managed by the plant operation 
for its correct functioning. A fault is understood as any event that causes a loss in the plant's production. Anomalies 
are incorrect functioning, which may not be related to an energy loss, but which may be indicative of major problems 
in the future. Due to the large number of plants and their size, the detection of these faults and anomalies can be a 
complex task for the operation, which benefits considerably from the use of advanced monitoring techniques [3]. 

The classification of these faults and anomalies has been described in different studies in the literature, there are 
even standards that describe them, such as IEC 63019 aimed at defining the availability of a plant. 

In general, a PV plant is composed of several elements in a hierarchical electrical structure: modules, string, string 
boxes, inverters and transformers. In parallel to this electrical structure, there would be other elements such as the 
tracking system or the operating condition sensors. There are multiple problems that can arise, and they are 
interrelated both hierarchically and unstructured [2].  

Faults in PV systems can arise due to various causes, including environmental conditions, manufacturing defects, 
installation errors, and equipment degradation over time. Prompt detection and resolution of these faults are crucial 
for optimizing performance, ensuring safety, and extending the system's durability. To this end, various 
characterization methodologies have been developed to identify defects in PV systems, each with its own capabilities 
and complexities. Automatic diagnosis strategies for PV faults are generally classified into two main categories: visual 
inspection and data analysis.  

Automated visual inspection is a powerful branch in the analysis of fault and anomaly operations in solar plants. 
These inspections should be carried out both before and after the modules are exposed to environmental or electrical 
factors [4]. However, in the following, this work will focus on the second branch, automatic data analysis, specifically 
in FAD systems.  

Fault or anomaly detection from data analysis seeks to find these problems from the sensor data recorded by the 
different elements of the installation itself. These data are continuously recorded by the plant's monitoring and 
supervision systems and different algorithms can be applied to them to draw conclusions about their behaviour. The 
range of techniques that can be used is extensive, from deterministic techniques or those focused on statistical 
analysis to the introduction of automatic learning mechanisms or artificial intelligence. Although there is advanced 
and recent work in the field of analysis without the direct use of AI techniques, as is the case of [5] and [6], the aim 
of this project is to focus on analysis with AI. 
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In recent years, the development of AI algorithms applied to PV plant operation analysis has grown steadily. The 
handling of large amounts of data has led to extensive development of Machine Learning techniques that allow 
machines to learn and improve automatically from experience, without being explicitly programmed to perform 
specific tasks. Table 1 shows a list of recent academic work related with the use of ML in data analysis for PV plant 
faults and anomaly detection and diagnosis.  

Ref. Proposed techniques Type of faults Sensor data 

[7] - Artificial Neural Network 
- Stacking ensemble learning 
 

- Open circuit diode 
- Dust  
- Shading  
- Shunted diode 

- Solar irradiance 
- Air temperature 
- Cell temperature 
- PV output power 
- IV curve 

[8] - Graph Neural Network - Production faults - DC current 
- AC current 

[9] - Binary Firefly Algorithm 
- Naive Bayes-based machine learning 

- Partial shading - DC Voltage 
- DC Current 
- Irradiance 
- Temperature 

[10] - Support vector machine 
- Continuous Markov model 

- Inverter faults 
- Degradation 

- DC Voltages 
- DC Currents 
- Harmonics 
- Waveform 
- Alerts 
- Irradiance 
- Ambient temperature 
- Module temperature 
- Humidity 
- Inverter 

[11] - Multiple regression analysis 
- Support vector machine 

- Dust 
- Open-circuit 
- Short-circuit 

- Irradiance 
- Cell temperature 
- Ambient temperature 
- Inclinometer 
- Accelerometer 
- Strain gauge 
- DC voltage 
- DC current 
- AC grid 

[12] - Contextual information 
- Linear Regression 
- Multilayer Perceptron 
- Random Forest Regressor 
- Support Vector Regressor 
- Long Short-Term Memory 

- Production faults - Date 
- Time 
- AC and DC Power 
- Current 
- Voltage 
- Inverter generation - 
Horizontal irradiation 
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- Tilt irradiation 
- Ambient temperature 
- Module temperature 
- Wind speed 

[13] - Lasso feature selection 
- Ensemble learning algorithm 
- Logistic Regression 
- Support Vector Machine 
- k-Nearest Neighbours 
- Genetic algorithm 

- Open-circuit 
- Line-to-line 

- DC Current 
- DC Voltage 

[14] - Data dimensionality reduction 
- Random Forest  
- Regression Trees 
- k-Nearest Neighbour 

- Inverter  
- Current sensor 
- Grid anomaly 
- Partial shading 
- Open-circuit 
- MPPT/IPPT controller 
- Boost converter 

- DC Current 
- DC Voltage 

[15] - Signal processing 
- Artificial neural network 

- Open-circuit - Irradiance 
- Temperature 
- Parametric variation 
- Irregular distribution of 
input irradiances 

[16] - Semi-supervised learning 
- Ensemble learning algorithm 
- Decision trees 
- k-Nearest neighbours 
- Support vector machines 

- Arc fault 
- Line-to-line 
- Open-circuit 
- MPPT faults 
- Partial shading 

- DC Voltage 
- DC Current 
- Solar irradiance 

[17] - Supervised decision tree 
- Labelling data 

- Shading 
- Inverter thermal 
degradation 
- Fuse burnt 
- Site outage 

- Solar irradiation 
- Rated capacity 
- Output power 
- DC Voltage 
- Current waveforms 

[18] - Salp Swarm Algorithm 
- Feature selection 
- k-Nearest neighbours 
- Discriminant analysis 
- Decision tree 
- Support vector machine 
 

- Line-to-line 
- Line-to-ground 
- Connectivity issues 
- Bypass diodes 

- DC Current 
- DC Voltage 

[19] - Twin model  
- Decision Tree 
- Random Forest 
- k-Nearest Neighbours 
- Artificial Neural Network 

- DC cable degradation 
- DC cable open-circuit 
- Switch degradation 
- Switch open-circuit 

- Irradiance 
- Ambient temperature 
- DC Currents 
- DC Voltages 
- Power 

[20] - Time series analysis - Random shading - DC Voltage 
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- Support vector machine - Fixed shading 
- Aging degradation 

- DC Current 
- Radiation 
- Temperature 

[21] - Unsupervised vertical federated transfer 
learning 

- Bearing 
- Gearing 

- Vibration signals 

[22] - Transfer learning - Power losses - AC signal 
[23] - Convolutional neural networks 

- Long short-term memory 
- Bi-directional long short-term memory 

- String-to-string 
- String-to-ground 
- Open-circuit 

- Irradiance 
- Temperature 
- String voltage 
- System current 
- System voltage 

[24] - Convolutional Neural Networks 
- LSTM 

- String faults - DC voltage 
- AC voltage 

[25] - 1D convolutional neural network 
- IoT 

- Short-circuit 
- Open-circuit 
- Partial shading 
- Inverter bypass diode 

 - Voltage sensors 

[26] - Densely connected convolutional network - Line-to-line 
- Open-circuit 
- Degradation 
- Partial shading 

- IV curve 

[27] - One-Shot Aggregation network 
- Support Vector Data Description 

- Short-circuit 
- Open-circuit 
- Shade 
- Degradation 
- Dust 
- Combination faults 

- IV curve 

[28] - Convolutional neural network - Partial shading 
- Open-circuit 
- Short-circuit 
- Degradation 
- Combination faults 

- IV curve 

[29] - Ensemble learning algorithm 
- Mechanistic Performance Model 
- Bayesian Neural Networks 
- eXtreme Gradient Boosting  

- Shading 
- Cell cracks 
- Inverter open-circuit 
- Clipping 

- In-plane irradiance 
- Ambient temperature 
- Wind speed 
- Wind direction 
- Module temperature 
- DC current 
- DC voltage 
- DC power 
- AC power 

[30] - Deep learning algorithm - Open-circuit 
- Short-circuit 
- Shading 
- Overlapping  

- IV curve 
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[31] - Heuristic optimization 
- Convolutional Neural Networks  
- Bidirectional Gated Recurrent Units 

- Open-circuits 
- Short-circuits 
- Partial shading 

- DC current 
- DC voltage 
- Power 
- Solar irradiation 
- Module temperature 

[32] - Coyote Optimization Algorithm 
- Auto-Encoder 
- Artificial Neural Network 

- Open-circuit 
- Short-circuit 

- DC current 
- DC voltage 
- Power 
- Temperature 
- Irradiance 

Table 1. Lits of related works based on Machine Learning techniques. 

[7] presents a novel embedded system designed for remote monitoring and fault diagnosis of PV systems. The 
system integrates machine learning algorithms into a cost-effective edge device for real-time deployment. This study 
mainly focuses on open circuited diode, dust, shading, and shunted diode errors. Experimental results highlight the 
system's effectiveness, showcasing its high accuracy in diagnosing and monitoring the PV array’s performance. 

The authors in [8] propose a fault diagnosis model based on graph neural networks that monitors multiple PV systems 
by analysing their current and voltage production over the last 24 hours. This approach eliminates the need for 
dedicated sensors, as the hourly measurements of current and voltage are obtained directly from the PV systems' 
inverters. Notably, the model achieves high accuracy even without weather data, and further improves when satellite 
weather estimates are incorporated. Furthermore, the results of this study indicate that the proposed method can 
generalize well to PV systems it is not specifically trained on and maintain high diagnosis accuracy even when 
multiple systems are simultaneously impacted by faults. 

In [9], the authors propose a novel metaheuristic approach using the Binary Firefly Algorithm to optimize the 
reconfiguration of partially shaded PV arrays. Its integration with machine learning for array reconfiguration and fault 
detection shows significant improvements in mitigating shading effects and detecting faults. 

[10] introduces a data-driven methodology to assess fault mechanisms and reliability degradation in outdoor PV string 
inverters. This method effectively identifies key degradation mechanisms, such as humidity cycling and temperature 
fluctuations, as primary contributors to inverter faults. These findings emphasize the importance of implementing 
time-bound preventive measures to improve the long-term reliability of PV inverters, particularly in diverse outdoor 
environments.  

The study in [11] focuses on analysing common fault types in PV modules and employs machine learning-based fault 
diagnosis methods to enhance the accuracy and efficiency of fault detection in PV systems. This method closely 
aligns estimated power output with actual power output, highlighting the significant impact of dust on the efficiency 
of PV systems. Additionally, by integrating voltmeters and support vector machines into the PV array modules, it can 
quickly measure and locate short-circuit and open-circuit faults in bypass diodes. 

[12] focuses on enhancing fault detection in PV systems by leveraging contextual information through machine 
learning-based models. This study trains Linear Regression, Multilayer Perceptron, Random Forest Regressor, 
Support Vector Regressor, and Long Short-Term Memory to compare the context-handling strategies to detect 13 
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different faults. According to the reported results, out of 13 faults, the system successfully detects 6 faults early, while 
7 are detected late. 

In [13] the authors propose an intelligent, automatic fault diagnosis method that requires less data for training by 
leveraging feature extraction and selection algorithms, along with an ensemble learning algorithm to classify open-
circuit and line-to-line faults in PV systems. The proposed model first extracts key features from the operating current 
and voltage of PV arrays that are received from sensors. In the classification stage, this study proposes an ensemble 
learning algorithm that combines three individual classifiers: Logistic Regression, Support Vector Machine, and k-
Nearest Neighbours, using a weighted voting approach. Also, this study employs genetic algorithms to optimize the 
weights assigned to each machine learning method, enhancing fault detection accuracy.  

Supervised Machine Learning algorithms are increasingly being developed for PV fault diagnosis. However, these 
algorithms typically require the extraction of relevant features to eliminate irrelevant or redundant data, reducing the 
computational load. Recognizing that different dimensionality reduction techniques can significantly affect FDD 
performance, [14] introduces a novel Data Dimensionality Reduction Strategy. The strategy is based on Information 
Gain score and integrates Principal Component Analysis to identify the optimal subset of features, minimizing 
dimensionality during the training and testing phases of various supervised machine learning algorithms. To evaluate 
the quality of the proposed method, three machine learning algorithms are trained in this study: Random Forest 
Classification, Regression Trees, and K-Nearest Neighbour. In this study, 15 datasets are considered where 8 of 
them represent normal operation and 7 datasets including faults. Additionally, this study considers 7 different faults: 
inverter fault, current sensor fault, grid anomaly, partial shading, open circuit, MPPT/IPPT controller fault, and Boost 
converter controller fault. Experimental results in this study confirm that the proposed reduction method increases 
accuracy. Also, the results show that K-Nearest Neighbour has the best performance in terms of accuracy among 
the others. 

[15] proposes an open-circuit fault diagnosis scheme for the power switches in the output inverters of a cascaded H-
bridge multilevel converter, designed for use in a large-scale PV system with a 1 MW capacity and a voltage of 13.2 
kV. The proposed technique utilizes a two-stage classifier, combining (1) a signal processing algorithm and (2) a 
machine learning approach, with an artificial neural network as the primary classification model. The fault diagnosis 
scheme is developed on a per-phase basis for the converter, using three neural network classifiers to handle the 
three-phase configuration. This study uses irradiance, temperature, parametric variation, and irregular distribution of 
input irradiances information to train the neural networks. Experimental results show that the proposed method is 
capable of diagnosing open-circuit faults under varying irradiance conditions and parametric changes, without 
increasing the system’s complexity even if the converter topology is modified. Importantly, the algorithm does not 
require additional sensors, as it utilizes the existing individual DC bus voltages and output currents necessary for the 
control system.  

In general, supervised machine learning strategies offer a promising approach to diagnosing PV system faults. 
However, obtaining sufficient labelled data for training these models is a significant challenge. To address this, [16] 
introduces a novel strategy that combines an ensemble learning framework with a semi-supervised learning approach 
based on self-training. This study introduces a novel strategy capable of distinguishing various PV systems faults, 
including arc faults, line-to-line faults, open-circuit faults, maximum power point tracking faults, and partial shading. 
The proposed method leverages a self-training approach within an ensemble learning framework, which incorporates 
decision trees, k-nearest neighbours, and support vector machines as base learners. These models are automatically 
trained to label previously unlabelled data. A majority voting criterion is then applied to finalize predictions, with the 
pseudo-labels assigned to the unlabelled data continuously updated to improve the model's performance with new 
data. In this study array voltage, array current, and solar irradiance are the main data that are received from different 
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sensors. To measure the quality of the proposed ensemble method, it is compared with each machine learning 
method. The results of this study show that the proposed ensemble method outperforms the others.  

In [17], advanced artificial intelligence techniques are employed to optimize operation and maintenance tasks across 
150 PV plants in Taiwan, with a combined capacity of approximately 54 MW. In this study, the designed machine 
learning algorithm continuously monitors and analyses the performance of each inverter under maximum power point 
tracking, with data collected every five minutes. The designed machine learning receives solar irradiation, rated 
capacity, output power, voltage, and current waveforms of each inverter under the Maximum Power Point Tracking 
from the sensors.  This study uses a supervised decision tree structure as the main machine learning method. In 
general, more powerful machine learning algorithms (e.g. convolutional neural network) are used to diagnose the 
faults. However, this study labels the data with assistance of operation and maintenance engineers. Therefore, a 
faster machine learning algorithm can find the faults faster. Moreover, this study focuses on four main faults including 
shading, inverter thermal degradation, fuse burnt, and site outage. This study conducts field tests over two years at 
74 PV power stations, involving 4,792 inverters. The results in this study highlight the improved reliability and 
performance of the proposed system. 

[18] introduces a novel approach utilizing the Salp Swarm Algorithm as a feature selection method to enhance the 
accuracy of fault classification in supervised machine learning classifiers. The Salp Swarm Algorithm is designed to 
extract only the most critical features from raw data, eliminating unnecessary and redundant information, which 
improves the overall classification performance of the classifier models. The raw data of this study is composed of 
current and voltage of the PV panels and the grid. The selected features are then used to train various supervised 
machine learning techniques to distinguish between different operating modes and fault types. This study considers 
K-nearest neighbours, Discriminant analysis, decision tree, and support vector machine as the supervised machine 
learning techniques. The proposed system is tested with data containing both healthy operation conditions and 20 
different fault types, including line-to-line faults, line-to-ground faults, connectivity issues, and faults related to the 
operation of bypass diodes.  

[19] introduces a novel fault detection approach for inverters using machine learning algorithms trained on a hybrid 
dataset. This dataset combines real operational data from the PV systems during fault-free conditions with synthetic 
faulty data generated through a digital twin model. To build proper faulty data, this study uses meteorological data 
such as irradiance and ambient temperature and SCADA data such as currents, voltages, and power to make the 
twin model. Moreover, this study employs Decision Tree, Random Forest, K-Nearest Neighbours, and Artificial Neural 
Network as the machine learning techniques to classify the faults. In addition, this study focuses on DC cable 
degradation, DC cable open-circuit, switch degradation, and switch open-circuit. The results of the implementation 
show that the use of twin models improves the quality of classification of the supervised machine learning methods.      

[20] presents a diagnosis method utilizing time series analysis and support vector machines to enhance the 
timeliness, accuracy, and feasibility of fault diagnosis in PV systems. The method captures real-time data, including 
voltage, current, radiation, and temperature from different sensors, to calculate the nominal output power of the PV 
array. These power values are then normalized at various times throughout the day to create a comprehensive time 
series dataset. By using this time series data as input for a “one-to-one” multiclass classifier, the method effectively 
identifies and classifies common operational faults, such as random shading, fixed shading, and aging degradation 
of PV arrays. The algorithmic model is trained and validated against various fault conditions using datasets generated 
from a PV array simulation device. Experimental results demonstrate that the model exhibits good reliability and 
accuracy. 
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The performance of machine learning models depends on two key conditions: (1) the availability of a large amount 
of well-labelled training data, and (2) the assumption that both the training and test datasets share the same 
distribution. However, these conditions are often not met in real-world PV systems, where obtaining fault-labelled 
data can be challenging due to safety concerns or high costs. To address this data scarcity, transfer learning models, 
which are also called pre-trained learning, offer an effective solution to address data deficiency in data-driven fault 
detection and identification systems. The core concept of pre-trained models is to utilize knowledge gained from prior 
data classification tasks and apply it to a related new task, thereby reducing the need for extensive training in the 
new task. 

To address this issue, [21] introduces an adversarial-based deep transfer learning model capable of detecting and 
classifying short-circuit faults in PV systems without relying on historical fault data. Verification tests demonstrate that 
this model achieves over 90% accuracy in classifying short-circuit faults in a multi-terminal PV system, with a rapid 
response time. Additionally, the model exhibits robustness to measurement noise and adaptability to changes in 
system configuration. 

Traditional power loss evaluation methods often separate theoretical analysis from experimental verification, leading 
to discrepancies between predicted and measured outcomes. To this end, [22] introduces a transfer learning-based 
refinement approach for power loss evaluation. The proposed method begins by creating a comprehensive source 
domain dataset to train a source domain model, followed by fine-tuning in the target domain using a small set of 
experimental data. The proposed model demonstrated a 50% reduction in average power loss error. Furthermore, 
the refined model successfully identified the peak efficiency and optimal control parameters, highlighting its 
effectiveness in improving power loss evaluation. 

Deep learning methods, which are multilayer neural networks, have shown remarkable performance in classification 
tasks by learning features implicitly from training data, thus bypassing the need for explicit feature extraction. To this 
end, these methods are used in many PV fault diagnosis studies. 

In [23], the authors introduce an approach for detecting, classifying, and locating string-to-string, string-to-ground, 
and open-circuit faults using multi-output deep learning algorithms. Specifically, this study utilizes convolutional 
neural networks, long short-term memory, and bi-directional long short-term memory. This study reports that fault 
classification and localization are achieved with accuracies of 99.94% and 99.54%, respectively. 

[24] proposes three distinct deep learning models, which are Convolutional Neural Networks, Long Short-Term 
Memory networks, and a Hybrid model based on the last two models that is named CNN-LSTM model. These models 
focus on the line fault identification, fault classification, and fault location estimation. this study evaluates the proposed 
models using training and testing data from transmission line fault simulations on the IEEE 6-bus and IEEE 9-bus 
systems. The evaluation includes various fault classes, locations, and ground fault resistances. 

[25] introduces an advanced fault detection and real-time monitoring technique for grid-connected PV systems by 
integrating Internet of Things technology with a one-dimensional convolutional neural network deep learning 
approach. The approach involves developing a temperature-dependent PV model using series resistance and ideality 
factor, collecting real-time data from a 15kWp grid-connected PY system using optimally placed sensors to minimize 
sensor count while preserving data accuracy. The collected data from the sensors trains the 1D-covolutional neural 
network model to classify different fault types, and the trained model is deployed on an IoT platform for real-time 
monitoring and fault detection, which displays system status and generates alerts via a dashboard. Furthermore, the 
proposed deep learning method is mainly trained on short-circuit, open-circuit, partial shading, and inverter bypass 
diode faults.  
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In [26], the authors propose a data-driven, two-stage method for fault detection and diagnosis in PV systems. In the 
first stage, faults are detected based on predefined criteria that analyse variations in the maximum power point 
values. The second stage involves diagnosing the specific fault type using I–V characteristic curve data, processed 
through a densely connected convolutional network (DenseNet) model. The DenseNet is extensively trained with a 
large dataset of I–V curves to enable precise and efficient fault diagnosis. The approach is validated through 
simulations and hardware tests using a 5 × 3 PV array, which initially operates under normal conditions but later 
experiences line-to-line faults, open-circuit faults, degradation faults, and partial shading faults. Comparative 
analyses with state-of-the-art PV FDD models demonstrate that the proposed DenseNet-based model accurately 
detects and diagnoses various PV system faults. 

In addition to known faults in PV systems, in real operation, it is of interest that anomalies are detected even if they 
are not classifiable. Therefore, making accurate diagnosis of both single and compound known faults and identifying 
unknown faults is crucial for efficient operation and maintenance of PV systems. To address this, a 1D One-Shot 
Aggregation (VoVNet) and Support Vector Data Description (SVDD) based fault diagnosis model for PV arrays is 
proposed in [27]. This two-stage model consists of a 1D VoVNet network that automatically extracts fault features 
from raw I-V curve data, followed by a multi-classification Support Vector Data Description that combines these 
features with environmental parameters. The Support Vector Data Description constructs hyperspheres for each 
known fault type, and any fault type not classified into these hyperspheres is considered an unknown fault, enabling 
unknown faults diagnosis. To test the quality of the proposed method, 18 different faults are considered where 7 of 
them are single faults and the rest are compounds faults resulting from combining the different singles. Experimental 
results in this study demonstrate that the proposed model accurately classifies known faults across three test tasks 
while successfully identifying unknown fault types. 

In real-world conditions, a combination of faults occur for PV systems simultaneously. To design machine learning 
based method with ability of diagnosing compound faults, [28] proposes a novel global–local dual-stream 
collaborative framework for multiclass PV compound fault diagnosis. This method introduces a local mining algorithm 
specifically designed to efficiently extract detailed characteristics from current–voltage data. A shared convolutional 
neural network is then employed to capture fault features from both global and local data streams, enhancing 
modelling efficiency. Additionally, two model fusion mechanisms are proposed to collaboratively integrate global and 
local fault features, depending on different data conditions. This study considers 4 basic faults: partial shading, open-
circuit, short-circuit, and degradation. Then the proposed method is tested on these faults and different combinations 
of them. Reported results in this study validate the effectiveness of this approach, demonstrating improved fault 
diagnosis performance in complex PV systems. 

A major challenge in the PV diagnosis field is the lack of accurate, scalable, and location-independent data-driven 
diagnosis algorithms for PV systems. [29] addresses this challenge by proposing a unified PV system health-state 
architecture aimed at predicting common array faults. The architecture integrates data quality routines, digital twin 
models, and AI-driven fault diagnosis algorithms to enhance predictive accuracy. In this study Mechanistic 
Performance Model, Bayesian Neural Networks, and eXtreme Gradient Boosting algorithms are merged to make an 
ensemble fault diagnosis system. This study employs two categories of data: meteorological and electrical. The 
meteorological data includes in-plane irradiance, ambient temperature, wind speed, wind direction. Also, electrical 
data includes module temperature, array DC current, voltage, DC power, and AC power. This study uses different 
sensors to gather the mentioned data. Also, to prove the scalability and location-independence of the proposed 
structure, the authors validate it by using historical data in both hot and cold climates. Additionally, the proposed 
structure focuses on shading, cell cracks, inverter open-circuit, and clipping faults. According to the reported results, 
the proposed AI-driven diagnosis algorithm achieves detection accuracies exceeding 90% for faults with magnitudes 
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greater than 8%. Furthermore, the classifier shows robust performance in diagnosing common PV faults, with 
classification accuracies surpassing 95%.  

[30] introduces a deep learning-based Transformer model designed for accurate fault prediction in PV systems. The 
Transformer model leverages an attention mechanism, treating data points like language units or "words" to learn 
dependencies between them for predicting future data points. This study focuses on forecasting and classifying open 
circuit, short circuit, shading, and overlapping faults in PV systems. It also classifies faults based on severity, helping 
identify the level of maintenance required. Reported results in this study show that the proposed method outperforms 
traditional machine learning-based regression and classification techniques. 

[31] presents an innovative application of deep learning for fault detection and diagnosis in PV systems through a 
structured three-step approach. First, a robust PV system model is developed and optimized using a heuristic 
optimization technique to ensure accuracy and adaptability. Next, a comprehensive dataset is created, integrating 
PV system data along with monitored parameters such as module temperature and solar irradiance under both 
healthy and faulty conditions. The final step involves fault classification, leveraging features extracted using a hybrid 
neural network combining Convolutional Neural Networks and Bidirectional Gated Recurrent Units. This combination 
of parallel convolutional processing and sequential recurrent processing allows the neural network to exploit both the 
spatial and temporal aspects of the data, improving the precision of fault detection and diagnosis. Specifically, this 
study receives current, voltage, power at the maximum point, solar irradiation, and module temperature from the 
sensors as the main data for training and testing the proposed model. Experimental results show that the proposed 
method effectively identifies and classifies various fault types, including open circuits, short circuits, and partial 
shading.  

[32] introduces a deep learning-based method for fault detection, diagnosis, and classification in a 9.54 kW PV system 
in Algiers. The approach involves four key steps: first, the Coyote Optimization Algorithm is used to estimate the 
electrical parameters of the PV system, followed by PSIM-based simulations to model the system's operation. Next, 
a comprehensive dataset is constructed, including data such as current, voltage, power, temperature, and irradiance 
under both normal and faulty conditions. Using an Auto-Encoder, new features are extracted from the dataset, which 
are then utilized in an Artificial Neural Network to classify and detect faults like short circuits and open circuits. To 
make a deep learning strategy, this study combines five Auto-Encoders and Artificial Neural Networks.  

In addition to machine learning-based methods, various alternative approaches, such as statistical, decision trees or 
fuzzy-based techniques, have been employed in different studies to detect and diagnose PV faults. Furthermore, 
several studies have integrated these methods with machine learning algorithms to enhance fault detection accuracy 
and improve overall performance. This combination of techniques has very promising results, where its operation 
can be more easily interpreted by the operation of the plant itself. Table 2 highlights some of the latest research 
where statistical methods, fuzzy logic, or a combination of these techniques with machine learning have been utilized 
to optimize the quality and reliability of PV fault diagnosis. 

Ref. Proposed techniques Type of faults Sensor data 

[33] - Multi-segment spectral similarity 
- Adaptive threshold model 
- Decision tree 

- String faults 
 

- DC current 
 

[34] - Fast Fourier Transform 
- Discrete Wavelet Transform 

- String faults 
 

- DC current 
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- Decision tree 
[35] - Machine learning models 

- 3-sigma rule 
- cumulative sum control charts 

- Short circuit 
- Open string 
- Snow 

- AC signal 

[36] - Neural network 
- Radial basis function 

- Shading  
- Line-to-line faults 
- Open string 
- Hybrid faults 

- IV curve 
- DC voltage 
- DC current 

[37] - Gaussian Process Regression 
- Machine learning 

- Multiple operation 
faults 

- Irradiance 
- Temperature 
- DC current 
- AC current 

[38] - Deep Belief Network 
-  

- Short circuit - DC current 

[39] - Fuzzy logic 
- Decision tree 
- Neural network 

- Inverter fault 
- Sensor fault 
- Grid anomaly 
- PV array mismatch 
- MPPT controller 

- DC current 
- DC voltage 
 

[40] - Wavelet transforms 
- Statistical alienation 
- Fuzzy logic 

- Short circuit - DC current 
- DC voltage 
 

[41] - Neural network 
- Fuzzy logic 
 

- Shading 
- Interconnection faults 
- Open circuit 
- Short circuit 
- MPPT fault 
Charging fault 

-  IV curve 
-  DC current 
-  DC voltage 

[42] - Neural network 
- Fuzzy logic 

- Open circuit faults - AC signal 

[43] - LSTM 
- Fuzzy logic 
- Decision tree 

- Production faults - DC current 
- DC voltage 

Table 2. Lits of related works based on Machine Learning and combination of other techniques 

[33] presents a practical adaptive method for detecting series DC arc faults in PV systems, designed to be more 
adaptable to the complex and noisy environments of PV systems. The approach in this study is based on analysing 
the noise spectrum of the current before and after a DC arc fault, using the adjacent multi-segment spectral similarity 
characteristic to detect changes. A principal component analysis of adjacent multi-segment spectral similarity, 
combined with a 𝜑𝜑-statistic, is employed to create an adaptive threshold model.  

[34] focuses on diagnosing faults that may occur in one or more strings. To assess the performance of the microgrid 
system, this study captures output currents from the inverter's output terminals. This study employs Fast Fourier 
Transform (FFT) to analyse DC components and total harmonic distortions (THD). Additionally, discrete wavelet 
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transformation (DWT) is utilized to examine both approximate and detail coefficients of the inverter output currents, 
with calculating statistical parameters such as skewness and kurtosis. This study does different tests under normal 
operating conditions as well as various fault conditions within the strings. According to the findings of this research, 
there are notable relationships between the percentage of string faults and the DC components, THD, kurtosis, and 
skewness at specific DWT levels. Therefore, the faults in PV strings, particularly open and short circuits are detected 
based on these analyses.   

[35] proposes a fault detection scheme specifically tailored for distributed PV systems, which solely relies on 
monitored AC output data and remote weather sources, eliminating the need for additional sensors or detailed 
information on the PV configuration and local shading conditions. This study combines machine learning and 
statistical methods to reach the goal. The method follows a two-step approach. First, historical monitoring data is 
used in a bootstrap fashion to develop machine learning models that establish baselines for normal PV output, 
accounting for estimation uncertainties. Second, a dynamic PV power benchmark is constructed based on the 3-
sigma rule, and cumulative sum (CUSUM) control charts are simultaneously employed to detect system malfunctions. 
The performance of the proposed method is checked on short circuit, string open circuit, and the temporary cover of 
thick snow in different climate conditions. 

[36] investigates different types of faults in PV systems, including partial shading fault (PSF), line-to-line faults (LLF), 
both Intra String (IS) and Cross-String (CS), open circuit fault (OCF), and hybrid faults, which are combinations of 
these types. Furthermore, the characteristic curves of PV systems under various fault conditions are analysed, and 
the mathematical equations for the extreme points of each curve are presented. These equations help illustrate the 
impact of different faults on the power–voltage (P–V) curve, allowing for a comparison with the healthy operating 
mode of the system. Using these findings, the paper proposes a fault detection algorithm that leverages defined fault 
indexes for fault identification, diagnosis, and localization. The proposed method is a hybrid approach based on 
artificial neural network and Radial basis function. 

[37] introduces a machine learning-based approach that is equipped with a statistical approach. In this study, a non-
linear squared exponential Gaussian Process Regression algorithm is added to the structure for fault detection, 
classification, and localization in PV systems. The proposed method employs solar cell parameters along with voltage 
and current to classify faults based on their severity, ensuring more precise fault identification. Moreover, this study 
detects and classifies Line-to-line faults, arc faults, line-to-ground faults, partial shading faults, and open-circuit faults. 
Experimental results validate that the proposed method reaches a good level of accuracy while the training time is 
reduced because of the statistical section.  

[38] proposes an improved deep belief network method based on statistical feature extraction to classify short-circuit 
fault in Modular Multilevel Converter-based High Voltage Direct Current (MMC-HVDC) grids. The method involves 
extracting three key features, standard deviation, information entropy, and kurtosis from the fault current training 
samples of a single terminal within the MMC-HVDC grid. These features are then fused as inputs to the improved 
Deep Belief Network (DBN). Simulation results demonstrated that the proposed method outperforms these traditional 
techniques in terms of overall classification accuracy, kappa coefficient, Jaccard distance, and detection speed. 

[39] introduces an intelligent algorithm-based fault detection scheme aimed at enhancing the reliability and 
sustainability of PV systems. In this study an adaptive neuro-fuzzy inference system is developed to distinguish 
between normal and faulty operations in grid-connected PV systems. A large dataset, gathered from real-time 
laboratory experiments using TBD125x125-36-P PV modules, including current and voltage characteristics, is 
extracted, pre-processed, and utilized for training the proposed algorithm. This research compares the performance 
of the proposed fuzzy-based fault detection scheme with several other popular machine learning algorithms, including 
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k-nearest neighbours, decision trees, Naïve Bayes, ensemble methods, linear discriminant analysis, support vector 
machines, and neural networks. To draw the comparison, this study uses inverter fault, feedback sensor fault, grid 
anomaly, PV array mismatch, MPPT controller fault, and boost converter controller fault. According to the reported 
results, the proposed method outperforms the others in terms of accuracy.  

[40] proposes a self-adaptive fault identification scheme that considers the high penetration of PV systems, and the 
uncertainties introduced by varying temperature and irradiation conditions. The scheme uses real-time voltage and 
current measurements collected locally, applying wavelet transform, statistical alienation, and fuzzy logic for fault 
detection. The proposed method in this study particularly designed for detecting short-circuit faults. Various fault 
parameters, including fault types, locations, and resistances, as well as uncertainties from PV systems and different 
loading conditions, are thoroughly tested. Simulation results demonstrate the scheme's effectiveness. Additionally, 
the authors tested the proposed method under noisy data. The results show that the method performs well under 
white Gaussian and impulsive noise. 

[41] proposes a fault detection and localization technique specifically designed for PV systems. The technique 
employs an adaptive neuro-fuzzy inference system, combining the strengths of artificial neural networks and fuzzy 
logic to detect and classify faults accurately. Nine distinct types of faults are investigated in this study, covering issues 
related to the PV array, DC-DC converter, and battery components. Shading, Temperature increase, Series 
resistances, Shunt resistances, Interconnection faults, open-circuit, short-circuit, MP controller fault, and Charging 
fault are the considered faults in this study. Moreover, to determine the faults of a PV systems, the proposed method 
extracts properties of current-voltage and power-voltage curves. The extracted properties in this study are maximum 
power, short-circuit voltage, and open-circuit voltage. In addition to the mentioned properties, this study uses 
converter voltage and battery voltage as the inputs of the designed system, too. Simulation results using MATLAB-
Simulink demonstrate the quality of the proposed method. 

[42] addresses the detection of single- and double-switching open-circuit (O-C) faults in the inverter of a photovoltaic 
solar pumping system. The system comprises a photovoltaic module, a DC/DC step-up converter controlled by a 
perturbation and observation (P&O) maximum power point tracking (MPPT) technique, a three-phase DC/AC inverter 
regulated by sinusoidal pulse width modulation (SPWM), a three-phase induction motor, and a water pump. To detect 
O-C faults in the inverter, the study employs artificial intelligence techniques, specifically neural networks and neuro-
fuzzy networks, as observers of the inverter. These techniques detect faults by analysing features extracted from the 
inverter's output currents. The integration of a fuzzy system with an artificial neural network (ANN) is driven by the 
advantage of leveraging the ANN's learning and training capabilities to enhance the performance of the fuzzy model. 
The reported results in this study indicate that the proposed structure has good quality in terms of accuracy in fault 
diagnosing.  

[43] presents a deep learning model combining Long Short-Term Memory and Adaptive Neuro-Fuzzy Inference 
System to detect and classify faults in a smart distribution grid supported by communication systems using smart 
meter data. The proposed model first utilizes LSTM to train data samples extracted from voltage and current, learning 
the temporal dependencies of the data. Next, ANFIS is employed to detect and classify faults from the trained data, 
leveraging its adaptive learning capabilities and fuzzy inference system. The model effectively identifies single-phase, 
two-phase, and three-phase faults with high precision while requiring a relatively small dataset for fault classification. 
To validate its effectiveness, the authors apply the intelligent model to the IEEE 13-node network, with several 
performance metrics such as accuracy, precision-recall, F1-score, Receiver Operating Characteristic (ROC) curve, 
and computational complexity used for evaluation. The results demonstrate that the proposed model performs well.  
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There is a wide range of techniques applied to the diagnosis of faults and anomalies in PV plants. Both approaches 
where ML is applied directly and those using mixed techniques are very promising. Both lines will be worked on in 
this project, being the specific techniques that will be used explained in Section 5. On the other hand, it is important 
to note that although there is a large amount of work in this line, there is no common characterization of the input 
data and the diagnoses, making it difficult to intercompany the results and the possible standardization of these 
techniques. Section 4 will define these elements for this project. 
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4. Data structure proposal 

A Fault and Anomaly Diagnosis (FAD) System has a structure and information flow similar to any continuous data 
processing system. This can be divided into three basic elements: i) input data, ii) data processing and iii) output 
data. This system must be continuously receiving information, adapting it, processing it and, if it has sufficient valid 
information, delivering output data or results. This information flow can even have a feedback stage in more advanced 
processing technology, which can perform a certain evaluation of its own results and adapt to the environment in 
which it is located. In this section, the structure and information flow of the FAD system of the PVOP project is defined.  

Figure 3 shows a general diagram of the information flow of the system in a plant. There is a first stage of input data, 
where the following elements can be differentiated: 

• Raw Data: These data come from any sensor system or data collection system in a plant. This data can 
come from different sources, and even be of a different nature. It is often noisy, incomplete or even contains 
errors. 

• Data Adequacy: This is a data processing stage that is necessary for any system that works in this type of 
environment. It must adapt the raw data by performing cleaning and validation operations, delivering 
processed data. 

• Processed Data: The data adaptation stage will deliver processed data that must ensure consistent 
information in order to be processed by FAD algorithms. 

 

Figure 3. General information flow of algorithm in operation. 

Once consistent input data are available, the main processing of the information will take place. This processing is 
carried out by algorithms of different nature and objectives, being this project focus on those based on artificial 
intelligence. In Section 5, the objectives of the algorithms are defined through a classification of the problems to be 
diagnosed based on current regulations and literature, without being a barrier to other possible classifications that 
may appear during the execution of the project. 

The output data will be the diagnoses and evaluation of the faults and anomalies detected by the algorithms. These 
also respond to a specific classification described in Section 4.2. 
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4.1. The input data 
PV plants have different sources of data: measurements from devices, specialized sensors, analysers, alarms, etc. 
This information varies in nature, from high-precision measurements of physical quantities to device status 
information. These measurements may contain noise or errors, from a calibration to the temporary disconnection of 
a device. The nature of the information and its quality are key to the operation of a FAD system, as seen in the State 
of the Art (Section 3).  

Figure 4 shows a more detailed scheme of the data flow in the FAD system. The first element within the input data 
is the raw data. These are those directly obtained from the data acquisition systems, which will be divide into 3 types 
for the present project: 

• Time series: It is a sequence of numerical data collected and recorded at regular time intervals. Each point 
in the series represents a time-dependent observation, which implies that the order of the data is crucial for 
the understanding and analysis of the underlying behaviour. They typically represent measurements of 
physical quantities. 

• Structural data: This is static information that defines the PV plant itself, such as elements hierarchy, 
nominal power or operating ranges.  

• Events: This encompasses asynchronous information that may or may not occur. It can be automatically 
generated, such as an alarm or a change in the status of a device, or even manually generated, such as the 
notification of a maintenance action by an operator. 

 

Figure 4. Input and output data structure scheme. 

Data adequacy is critical to the success of a FAD system, mainly based on IA. If the data does not meet the necessary 
criteria, the results of models will be unreliable, and its ability to generalize to new cases will be limited. In addition, 
proper data adequacy helps reduce bias, improves the accuracy of the model, and ensures that the conclusions 
drawn are useful and applicable to the real problem. Here are the main types of processing that can take place at 
this stage of data adequacy: 

• Basic data filtering: These respond to simple filtering, usually applied to individual variables. These would 
be: range filtering, frozen value, abrupt changes or stability. There are standards that define them for the 
main variables, such as the IEC61724 standards. 
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• Advanced data filtering: These filters perform multivariate or multi-device processing, applying heuristic 
rules that look for patterns that are not possible at the physical level or that show anomalous behaviour. For 
example: irradiance during the night or irradiance data from a pyranometer placed on a stopped tracker.  

• Data augmentation: It is defined as the process of modifying, transforming or generating new data instances 
from an original data set in order to improve generalization and robustness. These processes often already 
include AI algorithms or advanced statistical processes. 

• Temporal adjustment: Data sources can have temporal consistency problems, usually of 2 types: 
synchronization, data do not match in time, or time base, data are on different time base. 

It should be noted that it is not the objective of this work package to develop data adequacy process algorithms. 
However, it is necessary to know which ones are applied to the data, as modification of the original data may modify 
the behaviour of the FAD algorithm itself.   

After the adequacy of the raw data, a set of pre-processed data will be available, being of the same nature as the 
raw data. 

4.2. The output data 
The classification of the diagnoses should answer the questions asked in the introduction, dividing them into 3 main 
groups: 

 Data anomalies (Can I trust what I see?) Even after a data adequacy phase, faults or anomalies can be 
detected in the data collection system of the plant. These refer to anomalous behaviour that has no physically 
coherent pattern and can only be explained by the source data. An example of this is poorly positioned or 
incorrectly connected sensors.  

 Production faults (Something is not working well?) They refer directly to problems in production, whether 
due to malfunction or even breakage of some element of the plant. In photovoltaic plants it must be 
considered that detailed information is not always available for each element, some are not even monitored 
directly. These can range from a voltage drop on the input line of the plant to a short-circuited diode. 

 Predictive analysis (Is there going to be a problem?) Predictive analysis and algorithms that detect this 
type of anomalies are increasingly used in the industry, and their need is also growing in the PV industry. 
These detect anomalous behaviours that may not be causing energy loss but prevent greater loss or element 
breakage. A clear example is algorithms that analyse the thermal behaviour of inverters to see if a problem 
is starting to occur. 

Starting from these 3 large groups, many types of faults can be defined. There are different examples in the literature, 
usually associated with specific problems of well-known devices. There is also a standard that defines certain types 
of faults, although with the objective of defining the availability of the plant, it is IEC 63019 standard. The project 
seeks to make its developments comparable with the state of the art, being also a reference for classification and 
development of fault diagnosis algorithms. To achieve this objective, it is important to define a classification that 
allows developers and researchers to compare these results, this is the objective of the Section 6. In addition, should 
be simple and intuitive so that it can easily reach an operational phase. Table 3 shows the rating proposed by PVOP. 
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Diagnosis Description 

Data1 

No data The presence or absence of enough good quality data. It is usually 
linked to the concept of data availability. 

Sensor malfunctioning Malfunctioning of a sensor because its physical measurement does not 
make sense with the rest of the behaviour of the plant elements. 

Sensor crossover The plant information capture system may not correctly identify the 
physical elements, as their variables are crossed. 

Production 

Power grid outage Plant outage because of an external cause. 

Grid constriction Limited plant operation due to a control signal. 

POI limit Limited plant operation due to reaching maximum power output. 

Inverter stop Inverter stopped during plant operation. 

Late start Inverter does not start when it should. 

Temperature derating Inverter power limitation due to overheating. 

MPPT deviation Deviation from the maximum power point of the inverter. 

Inverter limit Reduction of production due to technically uncontrolled causes. 

Open string box String box is not producing. 

Open string String is not producing. 

Damaged string String producing below expectations. 

Vegetation  Losses due to shading of vegetation. 

Snow Losses due to shading of snow. 

 
1 Note that the data adequacy phase implements filtering that will also report faults in the data system. The FAD system will give 
the ones indicated here, which are of a high level of complexity and are usually detected during the data analysis process. 
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Backtracking Losses due to shading of backtracking. 

Tracker stop Losses due to tracker stop. 

Tracker deviation Tracker deviated from target position. 

Tracker target error Incorrect tracker target position, deviating from the optimal one. 

Flag position Tracker in flag position. 

Predictive 

Shadows Degradation or local damage due to shadows can be divided into 
subgroups such as backtracking, vegetation or snow. 

Degradation Abnormal degradation of element, modules or inverter. 

Degraded battery Degraded tracker battery with risk of stopping. 

Electrical instability Electrical signal anomaly, most of them defined by IEC 61000-4-30. 

Anomalous temperature Detailed analysis of the thermal behaviour of the inverter that can result 
in multiple types of faults or incidents. 

Temperature imbalance Unbalanced temperatures between inverter elements that can create 
risky situation. 

Table 3. Classification of fault types 

The output data shall be a set of diagnoses within the above classification. The diagnoses also have some additional 
information available to them that will help to make use of it in the operation of the plant. Table 4 shows the data 
structure of an output diagnosis. 

Field Description 

Diagnosis One of the previous classifications 

Time range information about the times when the diagnosis has been 
detected 
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Element Element of the planta affected 

Component (Optional) Component of the affected element. For example, in a 
thermal analysis, which thermal sensor has presented the 
anomaly. 

Energy losses (Optional) Depending on the type of diagnosis, the losses associated 
with this can be estimated. 

Severity (Optional) Depending on the type of diagnosis, the severity or weight 
associated can be calculated. 

Table 4. Data structure of an output diagnosis 
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5. FAD algorithms and development 
methodology proposal 

The main core of the FAD system are the algorithms. These will be able to use different techniques to process the 
information and deliver the desired diagnoses. The detection capability and the accuracy of their analysis will be the 
main figures of merit of these algorithms, which will have to reach high accuracy values if they are going to be used 
in practical applications.   

There are many techniques that can be used to implement algorithms with these objectives and their evolution will 
be a continuous work that transcends this project. In this respect, this project seeks to lay a good foundation that 
allows to create an objective environment for the development and evaluation of these kind of algorithms. Thanks to 
this, standardization of their use and a better intercomparison between them can be achieved, improving their 
usability and integration in the market.  

Before defining the algorithms to be developed, it is necessary to identify the problem. The diagnosis of faults and 
anomalies in PV plants has some characteristics that are well known in the world of artificial intelligence: 

• From a set of source data an output must be delivered within a discrete set of possibilities. 
• The input is a set of data with characteristics or attributes, usually being time series assigned to a particular 

physical quantity. 
• The output are discrete classes or categories associated with some characteristics of the input. The output 

may be combinations of different classes or categories, although the input-output relationship is unique and 
exclusive.   

• The objective is to predict the correct class for new entries based on learning from a set of labelled data. 
• Well-known input-output assemblies are available. Not in all cases they are sufficiently large that they can 

be generic with initial training. 

Therefore, the faced problem is a classification one, where multiple solutions exist for a set of input values. This is a 
problem that has been widely addressed in the AI and there are multiple previous works, as seen in the State of the 
Art (Section 3). One of the most powerful capabilities of AI is the ability to learn, known as Machine Learning (ML). 
This is a process that usually consists of two elements:  

1) A set of data on which this learning is to be performed.  
2) A training process, where this data is used to tune the algorithm. 

The data set to train the algorithm is key to its learning. Its representativeness of the problem and the quality of the 
information will allow an algorithm to be successful in its operation. This will be even more relevant in supervised 
learning processes, where a relationship between input and output data is established. For example, when a set of 
operating variables of a piece of equipment is identified, a specific fault is identified. If there is a large set of cases, 
the algorithm will be able to "learn" the pattern of input data, relating it to that fault, so that when it finds that pattern 
in a normal operation, it can warn that the fault is occurring. At the same time, the experience in the sector is key for 
the selection and adaptation of this data sets, to ensure that the algorithm will learn with a number of representative 
cases. This project has covered this aspect with a comprehensive set of validated diagnoses, as explained in Section 
6. 
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Not all learning has to be supervised, there are also work with algorithms with unsupervised learning in search of 
patterns or hidden structures in unlabelled data. An example would be the search for hidden patterns or structures 
in a large data set. In this case, the algorithm does not provide a diagnosis, but rather it will return the behaviours 
that have statistical differences. The use of this type of algorithm is very useful in a data exploration stage, where an 
expert can subsequently study and classify these patterns found. The results could then feed a heuristic algorithm 
based on thresholds, creating a combination of techniques of a different nature. These combinations are common 
when algorithms are developed with a strong focus on a specific use, as is the case of this project. Although the 
algorithm has an AI base, it is usually combined with heuristic rules, where experience in the sector is a key factor. 
This can be useful for a prior classification, definition of general design, or for some interpretation or evaluation of 
the output. For example, if we are looking for thermal anomalies in inverters, we can pre-sort the data into inverters 
that are performing nighttime reactive compensation for those that are not. 

The classification algorithms to be developed in this project are divided into 2 main groups, with a different structural 
approach: 

1) Heuristic operation algorithms: A main structure based on heuristic rules or deterministic parametric systems 
for an operation phase. The design or adjustment phase will be carried out with AI algorithms. These will be 
the first to be addressed in the project, as there is previous work by the team of participants, and they allow 
for a simpler view of the selection process. 

2) End-to-end learning algorithms: the operation is a block with its integrated learning system, there being no 
two distinct parts. They use machine learning techniques that do not require as much knowledge about the 
application. 

5.1. Heuristic operation algorithms 
These algorithms aim to be easy to analyse in operation, and their calculations and decisions to be understandable. 
The operation will be performed by a static algorithm based on thresholds, parameters and fixed rules. Their design 
and tuning will use AI techniques from the training data sets. Figure 5 shows a conceptual scheme of this structure: 

 

Figure 5. Heuristic operation algorithm scheme. 
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1) Execution algorithm. Based on heuristics, threshold rules or advanced statistics. A parameterised structure 
is designed that establishes an input-output relationship. Knowledge of the problem and the technology is 
key to this design. This structure with its parameters defines the algorithm in execution. The parameters may 
be static. 

2) Design algorithm. Based on unsupervised training and optimisation algorithms. Data exploration and 
structural definition will be performed with unsupervised methods. Parameter optimisations will be carried 
out with genetic algorithms. 

The execution algorithms to be developed in this project will be multi-class decision trees, where heuristic concepts 
are used to define their branches and their characteristics. Combinations of trees, both independent and forming a 
random forest, will give complete solutions to the FAD system. The tree design and preprocessing process will make 
use of clustering algorithms for data grouping, feature exploration and hyperparameter optimisation. Mainly two 
clustering techniques will be used: K-Means and EM-GMM (Expectation-Maximization for Gaussian Mixture Models). 
This combination will form the design algorithm.  

Example of procedure with analysis of daily temperature 

A simple example of algorithm development for temperature anomaly analysis is shown. Suppose that a set of 
temperature data is available for the three phases of the IGBT bridge of the inverters of a plant. The state of this 
IGBT bridge can be characterised by the average temperature and the deviation of the three phases. Figure 6 shows 
a point cloud of the average of the mean and deviation of temperatures of all inverters of a large power plant for one 
day.  

 

Figure 6. Average and deviation of temperature classification example. 

As we can see, some inverters have very high average temperatures and others have very high deviations. Both 
cases are indicative of a thermal problem in the equipment. If we apply a k-means clustering algorithm to this set and 
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tell it to generate 5 different groups, we will have something similar to what is shown in the Figure 7. This algorithm 
groups the elements based on centroids and their distance from them.  

 

Figure 7. Clustering of data of temperature example. 

The 5 groups could be classified as follows: i) light blue, black and red normal behaviour, ii) dark blue thermal 
anomaly, iii) green temperature unbalance. The groups generated by the clustering algorithm allow the definition of 
areas: i) area 1 thermal anomaly and ii) area 2 temperature imbalance. These areas can be used to define a decision 
tree where: 

 

Figure 8. Decision tree of the temperature example. 
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This decision tree would be the execution algorithm operating in the plant. This would be a thermal anomaly algorithm, 
capable of differentiating between elevated temperatures and temperature imbalances in the IGBT bridge. Once the 
algorithm is defined, it would be applied to known diagnosis cases from the available project dataset (see Section 6) 
and assess their similarity to reality according to the equations in Section 6.3. Variations in the procedure or the 
defined characteristics would result in different versions of the algorithm, which can also be evaluated. All of these 
can be ranked, as defined in Section 6.4, which will allow the most suitable algorithms to be implemented for the 
solution of each problem. 

5.2. End-to-end learning algorithms 
The execution algorithm shall be a machine learning based algorithm (ML algorithm). The structure or configuration 
of the algorithm itself will have to be defined, together with a supervised learning procedure. As shown in Figure 9, 
this may have a training or pre-training phase with a post-reward adjustment procedure. 

 

Figure 9. End-to-end learning algorithm scheme 

ML algorithms will be developed with the following 2 technologies: 

• Support Vector Machines (SVM): The use of SVM will be key in the initial fault classification phase. This 
supervised learning algorithm is particularly effective in scenarios where the data has a significant number 
of dimensions and accurate results are required. In this phase of the development, SVM will be used for: 

o Classifying faults from historical sensor and signal data, identifying anomalous patterns. 
o Maximising the margin between fault classes and normality, ensuring accurate detection in noisy 

scenarios or with non-linear data. 
• Artificial Neural Networks: especially Recurrent Neural Networks (RNN) and Convolutional Neural Networks 

(CNN). 
o RNNs will be used mainly for processing temporal data, such as time series from sensors in 

mechanical, electrical or electronic systems. 
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o CNN are designed to process data that have a spatial or hierarchical structure, such as images or 
signals that have spatial relationships between features. Spatial maps of the hierarchical structure 
of the plant shall be made to be able to analyse anomalies between elements. 

In the development of SVM algorithms, features of the model shall be measured from the plant's sensors. The data 
labelling process and the training of the algorithm itself will be done with the available dataset. Compared to the 
previous example, the clustering process would allow to see the relevance of the features used by the SVM and the 
SVM training itself would define the areas that would then identify the diagnoses from the input data. Once the 
algorithm is ready, its diagnoses will be evaluated against reality, in the same way as the heuristic previous case.   

The procedure is similar for the case of RNN use, but with a time series-oriented approach, where the diagnoses will 
be estimated for the whole series. In this case we will use LSTM networks, which have been seen in the literature as 
the most promising. We will explore how many hidden layers and how many neurons per layer to use, considering 
including dropout layers to prevent overfitting. Different activation functions will be tested, such as ReLU or tanh. 

In the case of CNNs, we will make use of the data at the spatial level, which will allow us to have a picture of all 
elements of the plant with respect to different variables. Figure 10 shows an example of the temperature deviation 
distribution in the same plant as the heuristic case example. In this case, an RNN could interpret the time series of 
each investor, a row of the graph. The CNN could interpret the image as a whole and find patterns of anomalous 
behaviour. 

 

Figure 10. Example of temperature deviation distribution in the same plant as the heuristic case example. 
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However, time series classification remains a challenging issue due to the large data volumes and continuous 
updates of time series data. To enhance the performance of traditional feature-based methods, a convolutional neural 
network (CNN) based approach is proposed for time series classification. CNNs are particularly effective in fault 
detection due to their ability to automatically extract features and patterns from complex data. 

CNNs are designed to recognize spatial hierarchies in data, making them well suited to analysing structured 
information such as images. To provide image data from time series to CNNs, the time series data collected from the 
PV real components associated to the digital twins can be converted into images using Markov Transition Field 
transform (MTF). The MTF transform is a method in time series analysis that converts temporal data into a 2D matrix. 
This process begins by discretizing the time series into a finite set of states. Next, the probabilities of transitioning 
between these states are calculated, forming a Markov transition matrix. The MTF is generated by mapping these 
transition probabilities onto the original time series, creating a matrix that encodes state transitions over time. This 
matrix captures the temporal patterns and structure of the time series, in this way enabling the use of image-based 
machine learning techniques, like convolutional neural networks (CNNs), for tasks such as classification or pattern 
recognition. Therefore, the MTF allows for effective application of advanced image processing methods to time series 
data.  

5.3. Developing plan 
This section will specify the development of AI algorithms for the FAD system in tasks that will allow to control the 
workflow of the project. Algorithms will be developed that are able to partially or fully diagnose the problems of a solar 
power plant, following the diagnoses approach described in Section 4.  For this purpose, the diagnoses are grouped 
according to Table 5. 

Name Description Diagnoses groups 

Production 

Production-generator Generator losses, both due to 
electrical and mechanical problems 

Open string box 

Open string 

Damaged string 

Backtracking 

Tracker stop 

Tracker deviation 

Tracker target error 

Flag position 

Production-AC Losses from AC/DC conversion to 
plant output 

Power grid outage 

Grid constriction 
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POI limit 

Inverter stop 

Late start 

Temperature derating 

MPPT deviation 

Inverter limit 

Production-complete Combination of the above 
algorithms 

Open string box 

Open string 

Damaged string 

Backtracking 

Tracker stop 

Tracker deviation 

Tracker target error 

Flag position 

Power grid outage 

Grid constriction 

POI limit 

Inverter stop 

Late start 

Temperature derating 

MPPT deviation 

Inverter limit 

Production-shadows Production losses due to shadows Vegetation  

Snow 

Backtracking 

Predictive 

Predictive-shadows Preventive detection of shading 
problems due to vegetation snow or 
backtracking 

Shadows (predictive) 
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Predictive-
degradation 

Unexpected degradation of plant 
elements 

Degradation (predictive) 

Predictive-TR-battery Degradation or abnormal behaviour 
of the batteries of the tracking 
system 

Degraded battery 

Predictive-ACQ Problems with AC signal quality Electrical instability 

Predictive-
temperature 

Anomalous thermal behaviour Anomalous temperature 

Predictive-
aggregation 

Combination of previous predictive 
algorithms 

Shadows (predictive) 

Degradation (predictive) 

Degraded battery 

Electrical instability 

Anomalous temperature 

Temperature imbalance 

Complete 

Total-aggregation This will be a complete integration 
of the above algorithms 

All diagnoses 

Table 5. List of algorithms to be developed 

All algorithms listed in Table 5 will also output diagnoses of data faults, which are part of the possible output cases 
by the very nature of data problems. 

The proposal is to develop an algorithm for each of the techniques defined in previous sections (Section 5.1 and 
Section 5.2) and for each of the diagnoses groups of the previous table. The specific technologies or combinations 
of technologies are summarised as follows: 

a) Decision trees design with K-Means clustering algorithms. 
b) Decision trees with fuzzy logic rules and design with EM-GMM clustering. 
c) SVM, where the features will start with the same features as the tree cases and then expand to more 

sensors. 
d) RNN, where time series of the previously algorithms features will be used. 
e) CNN, where spatial format with the hierarchical structure of the plant of the previously algorithms features 

and Markov Transition Field will be used. 

This makes a combination of 55 possible different algorithms. Certain combinations shall be discarded during 
development where there is evidence that they do not perform well. These in turn may have variants, using different 



D4.1 CONCEPT WP4 

 35 

 

 

training techniques or parameterisations. In any case, the process of execution and evaluation of algorithms will be 
automated, with the aim of being able to develop as many as possible and to make a wide ranking that allows to see 
a great variety of possibilities and to have reliable solutions. 

Initially we will work on the algorithms of points a) and b). This will allow us to explore the data and its characteristics 
in a more supervised and intuitive way. With the first results of these algorithms, we will be able to start the 
development of those indicated in points c), d) and e). As a guideline, this would be the chronogram for the next 12 
months: 

Task 1 2 3 4 5 6 7 8 9 10 11 12 

Initial data exploration and characterization             
Dev. algorithms a)             
Validation and tunning algorithm a)             
Dev. algorithms b)             
Validation and tunning algorithm b)             
Dev. algorithms c)             
Validation and tunning algorithm c)             
Dev. algorithms d)             
Validation and tunning algorithm d)             
Dev. algorithms e)             
Validation and tunning algorithm a)             

Table 6. Algorithm development timetable. Green data related work and blue pure algorithm 
development. 

The second phase of the project involves the implementation of these algorithms in real environments. This will be 
done in plants available in the project for analysis. The aim is to be able to validate the algorithms in real 
environments. To achieve this objective, it is necessary to be able to have some feedback on their performance. This 
will be done both by internal project analysts and by plant personnel. The work should be organised through a working 
protocol, which considers the validation process of the first phase and the evaluation needs of the second phase. In 
addition, the algorithms shall be adapted to the possible peculiarities of the plants and the real-time working 
environment. As a guideline, this would be the chronogram for the second phase: 

Task 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 

Review protocol                   
Algorithm adaptation                   
Algorithm integration                   
Feed-back                   
Results                   

Table 7. Algorithm integration timetable, second phase of PVOP 
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In addition to the algorithm adaptation stage, an integration stage is considered, where the algorithm is applied and 
adjusted to the specific plant and the review protocol is established. Once the algorithm is adapted, integrated and 
the review protocol is operational, the feedback stage will begin, where the operation of the algorithm will be 
monitored and evaluated. Possible adjustments are also envisaged. Finally, there will be a results stage where all 
the operational information will be collected, and the results of the project will be elaborated.  
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6. Analysis data, classification and KPI of 
algorithms 

The development of an algorithm can be divided into the following stages:  

1. Data and statistical exploration to define the inputs for each type of algorithm. 
2. Adaptation of the input data to the specific needs of each technology. 
3. Design of the algorithm defining all its possible variants. 
4. Implementation of the algorithm and its variants. 
5. Training or adjustment of the algorithm with training data sets. 
6. Evaluation of the algorithm with validation and testing data sets. 

Stages 3 and 4 are the design and implementation stages, which are defined in Section 5. The other stages are not 
the core of development but are just as important. The data for training and validation, as well as the actual 
exploration of possible solutions for design, depends on a large amount of quality data. Furthermore, an objective 
evaluation and classification of the algorithms at their output is key to being able to compare them and standardize 
their use. 

One of the PVOP’s consortium members commercial solutions is PVET®, a cloud-based digital service for the 
continuous analysis of PV plants’ operation. This service is based on a Big Data system that combines statistical and 
parametric algorithms and which allows optimizing the long-term production and O&M costs of the PV plant.  This 
service is currently analysing data in real time in about 6 GW of plants around the world with between 1 and 10 years 
of operational data. It includes PV plants with monofacial and bifacial modules; installations in climates as different 
as dry/desertic (Atacama, Kalahari, Sonora, Sahara), mediterranean (Spain, Italy, Portugal) or tropical (Brazil, 
Dominican Republic); static and 1-axis horizontal (multirow, bi-row and mono-row) and azimuthal tracking systems; 
central and string inverters... 
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Figure 11. Information available from the PVET system. 
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From an evaluation point of view, this section defines the main KPIs and a proposal for a classification and ranking 
methodology for the developed algorithms. Furthermore, it is expected that these evaluation and comparison 
methods will serve as a reference for the sector and that they will serve, both during this project and in the future, as 
a source of reference and an accelerator for these technologies. 

6.1. Analysis data sets 
 

The plants analysed by PVET have been analysed by its anomaly and fault diagnosis system. Mainly heuristic 
systems that have a good detection capability but are poor in diagnosis. Still, they are a good basis of comparison 
for the project. In addition to the existing automatic detection in PVET, there are many anomaly and fault diagnoses 
that have been validated by an analyst or even verified in the field. Therefore, the pre-diagnosis available to the 
project have 3 types of verification levels: 

1. Automatic validation: Current algorithms have generated the diagnoses and have been automatically filtered 
according to their energy loss or duration. 

2. Manual data validation: A solar analyst has reviewed, validated or corrected the diagnosis. 
3. Field validation: A solar expert together with field staff at the plants have validated the diagnosis and 

corroborated that it has happened in the field. 

These diagnoses are related to the list in Section 4.2, being the outputs of the algorithms and composing a 
comprehensive set of input-output for the development, training, validation and test of the project's algorithms. For 
reference, this is a summary of the available diagnoses and their validation status at the start of the project: 

Diagnosis Automatic validation Manual data 
validation 

Field 
validation 

Data 

No data 1622 162 81 

Sensor malfunctioning 5405 541 270 

Sensor crossover 1081 108 54 

Production 

Power grid outage 541 162 11 

Grid constriction 757 227 15 

POI limit 15784 4735 316 

Inverter stop 14270 4281 143 
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Late start 16865 5059 169 

Temperature derating 4865 1459 49 

MPPT deviation 12432 3730 124 

Inverter limit 1622 486 16 

Open string box 263351 26335 790 

Open string 728497 72850 2185 

Damaged string 72324 7232 217 

Vegetation  541 216 11 

Snow 216 86 4 

Backtracking 114195 5710 114 

Tracker stop 501081 15032 501 

Tracker deviation 272865 8186 273 

Tracker target error 3676 368 37 

Flag position 889503 26685 890 

Predictive 

Shadows 389 39 0 

Degradation 541 54 5 

Degraded battery 1622 324 16 

Electrical instability 865 173 9 

Anomalous temperature 27568 4135 551 

Table 8. Reference of available diagnoses examples. 

These diagnoses provide complete information on the plant and its operating elements: voltages, currents, power, 
limitations, irradiation, etc. Below there is an example, where Figure 12 shows the yield of some string boxes and the 
power limitation of the plant for one day. For this day, the diagnoses in Table 9 were verified in field. 



D4.1 CONCEPT WP4 

 41 

 

 

 

 

Figure 12. Yield and Plant limitation for an example day related to diagnoses of Table 9 

 

Diagnose Time range Element E. Losses 

Ini time End time 

Grid constriction 12:00 19:00 Plant 196 MWh 

Open string 7:30 19:30 CT1-IN1-SB4 6.2 kWh 

Tracker deviation 7:30 13:30 CT1-IN1-SB3 24 kWh 

Tracker deviation 7:30 13:30 CT1-IN1-SB4 28 kWh 

Tracker deviation 7:30 13:30 CT1-IN1-SB5 28.5 kWh 

Table 9. Diagnosis example for the day of Figure 12 

During the project, this amount of information will increase due to the actual operation of the plants in the system. 
Many of the faults validated automatically can be validated manually, even for past faults. Field validation cannot be 
done in the past, because it is usually linked to the O&M team's own process of solving the problem and its 
interrelation requires that an analyst of our team coordinates with O&M. Even so, they will continue to increase due 
to the collaboration of the project staff with the operation of the plants. This means that a large set of input-output 
data is available for the algorithm development process. These data will be used in different ways during the project: 
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• Solution exploration process of unsupervised algorithms (stage 1 and 2): This is one of the first uses to which 
the data is being put. Analysts working on the project use unsupervised algorithms, such as clustering, to 
explore features or patterns that can be used to design algorithms. 

• Training of supervised algorithms (stage 5): Algorithms that require a supervised training process will use 
these diagnoses for their training phase. They shall be trained with field validated diagnoses and validated 
with the rest. 

• Optimization of parameters or structure of heuristic algorithms (stage 5): Similar to a training process, 
diagnoses shall be used as part of the evaluation function of optimisation algorithms, such as genetic 
algorithms. 

• Evaluation of algorithms (stage 6): The whole process of evaluation and ranking described in Section 6.3 will 
be done with these diagnoses. 

Plant operation data can be sensitive and, in some cases, may be compromised by intellectual property. The project 
will create a database where 3 types of access will be differentiated: 

• Public: open access to the data so that any developer can use it. 
• Project: access to project members or collaborators. 
• Member: the data will be accessible by the project member who has permission, the rest will not be able to 

use it. 

6.2. Algorithm classification   
There are a large number of AI algorithms applied to solar photovoltaics, as seen in the State of the Art. Typically, 
the development is problem-oriented and is not framed in any classification, or when they are attempted to be 
classified, they focus merely on the AI technology that has been used. In this project, a classification is defined based 
on the concepts already described, which helps to compare the algorithms with each other and easily know the 
problems covered in the plants. Table 10 defines the characteristics with which algorithms are classified. 

Feature Description 

IA technology Set of technologies that it uses, both for its implementation and 
for its optimization. 

Online learning If the algorithm has adaptation or training in the operation 
phase. 

Type of input data Types and sources of input data that you use for your 
operation. 

Pre-processed input data Pre-processing of the data required 

Covered diagnoses Diagnoses of the proposed classification that the algorithm. 

Table 10. Features of the algorithm classification 
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Every algorithm developed related to the project will be tagged with these characteristics. This will allow for easy 
classification and comparison.  

6.3. Algorithm assessment 
The evaluation of algorithms is based on comparing the results of their outputs with previously validated diagnoses. 
Input-output data sets presented in Section 6.1 are the basis of this evaluation process. These have quantified 
diagnoses for different cases, with geographical and operational differences. In addition, the evaluation must be done 
in a closed evaluation period. Once an algorithm is applied to the known data set, it can be evaluated by comparison 
with the known output. This allows us to evaluate both algorithms developed in this project and others existing in the 
state of the art.  This section defines the main KPIs for the algorithm assessment. 

6.3.1. Occurrence of fault 

This index measures the percentage of matching diagnoses in a certain time period. It should be noted that a FAD 
algorithm may not give a fault that exists, but it may also give a fault when nothing happens. These cases are 
summarized in the following concepts: 

• True Positive (TP): A fault has been detected and occurs in reality, is a success case. 
• False Positive (FP):  A fault has been detected but does not occur in reality, is a false alarm by the FAD 

algorithm. 
• True Negative (TN): A fault has not been detected and does not occur in reality, is the neutral case that 

occurs in a correct operation of the plant. 
• False Negative (FN): A fault has not been detected but occurs in reality, the algorithm has not been able to 

detect a problem. 

False cases (FP + FN) score the operation of the algorithm negatively. Following this logic, the following occurrence 
KPI is defined: 

𝐾𝐾𝐾𝐾𝐾𝐾𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 = 1 − � 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑜𝑜𝑜𝑜𝑜𝑜 × 𝐹𝐹𝐹𝐹𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷
𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷

 

where 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 is the list of available type of diagnoses in the evaluation period, 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑜𝑜𝑜𝑜𝑜𝑜 is the weight of this diagnoses in 
the KPI and 𝐹𝐹𝐹𝐹𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 is the number of false cases (FP and FN). The variation of weights allows the errors in some 
diagnoses to count more in the evaluation, for example, it will not be the same to fail in the diagnosis of an inverter 
shutdown than of an anomalous cabin temperature. Even for some cases, the weight of a diagnosis could be set to 
zero, not affecting the evaluation of the algorithm, for example, we might not want to evaluate the effect of data faults. 
Annex I show a proposal of weights for a specific ranking proposed from our own previous experience. 

6.3.2. Time correlation 

Even if a fault or anomaly is diagnosed, it may not be detected for the same times. This would be an error on the part 
of the algorithm that will be quantified by the correlation KPI: 
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𝐾𝐾𝐾𝐾𝐾𝐾𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 =
∑ 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐 × 𝜌𝜌𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇

∑ 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐
𝑇𝑇𝑇𝑇

 

𝜌𝜌𝑇𝑇𝑇𝑇 =
∑ 𝑓𝑓(𝑇𝑇𝑇𝑇𝑡𝑡)𝑇𝑇
𝑡𝑡

𝑇𝑇
 

where TP is the list of true positive cases, 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑐𝑐𝑐𝑐𝑐𝑐  is the weight of this diagnoses in the KPI, 𝜌𝜌𝑇𝑇𝑇𝑇 is the correlation of 
the true positive case, 𝑇𝑇 is the number of samples of the assessment period and 𝑓𝑓(𝑇𝑇𝑇𝑇𝑡𝑡) the coincidence function, 
which takes value 1 if in the sample the diagnosis of the algorithm matches that of the data set. Annex I show a 
proposal of weights for a specific ranking. 

 

6.3.3. Energy losses (optional) 

Diagnosis that has a lost energy calculation can also be evaluated by this factor, these are the production diagnoses. 
The following equation defines the KPI for energy losses: 

𝐾𝐾𝐾𝐾𝐾𝐾𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 =
∑ 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 × 𝑔𝑔(𝐸𝐸𝑇𝑇𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ,𝐸𝐸𝑇𝑇𝑇𝑇𝑒𝑒𝑒𝑒𝑒𝑒)𝑇𝑇𝑇𝑇

∑ 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙
𝑇𝑇𝑇𝑇

 

𝑔𝑔(𝐸𝐸𝑇𝑇𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ,𝐸𝐸𝑇𝑇𝑇𝑇𝑒𝑒𝑒𝑒𝑒𝑒) = 𝑎𝑎𝑎𝑎𝑎𝑎 �
𝐸𝐸𝑇𝑇𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 − 𝐸𝐸𝑇𝑇𝑇𝑇𝑒𝑒𝑒𝑒𝑒𝑒

𝐸𝐸𝑇𝑇𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟
� 

where 𝑘𝑘𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 is the weight of this diagnoses in the KPI, 𝐸𝐸𝑇𝑇𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 is the real energy losses by the fault and 𝐸𝐸𝑇𝑇𝑇𝑇𝑒𝑒𝑒𝑒𝑒𝑒 is the 
estimated energy losses by the fault. Annex I show a proposal of weights for a specific ranking. 

6.4. Algorithm comparison and ranking   
Once the data sets for development and evaluation, a classification of algorithms and an evaluation method have 
been established, the algorithms can be compared with each other and evaluation criteria can be established based 
on this intercomparison. This ranking will allow us to choose which algorithms we pass from the first phase of the 
project to the second phase, being able to reduce the algorithms applied in the real operation in plants. In addition, 
it will be the main reference in the results of this WP, where the rankings will show the work done and its evaluation 
as a whole. Four initial classifications are established for the project. These are based on an explicit criterion of 
quality of the results with respect to the output diagnoses: 

Name Description Weight table Total KPI equation 

Data ranking Evaluate the best 
algorithms for data 
faults. 

Data Ranking Table 𝐾𝐾𝐾𝐾𝐾𝐾𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = 0.5 × 𝐾𝐾𝐾𝐾𝐾𝐾𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
+  0.5
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 
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Production 
ranking 

Evaluate the best 
algorithms for 
production faults. 

Production Ranking 
Table 

𝐾𝐾𝐾𝐾𝐾𝐾𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = 0.33 × 𝐾𝐾𝐾𝐾𝐾𝐾𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
+  0.33
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 

+  0.33
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 

Predictive 
ranking 

Evaluate the best 
algorithms for 
predictive 
anomalies. 

Predictive Ranking 
Table 

𝐾𝐾𝐾𝐾𝐾𝐾𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = 0.5 × 𝐾𝐾𝐾𝐾𝐾𝐾𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
+  0.5
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 

 

Total ranking The best combined 
algorithms. 

Total Ranking Table 𝐾𝐾𝐾𝐾𝐾𝐾𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = 0.33 × 𝐾𝐾𝐾𝐾𝐾𝐾𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
+  0.33
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 

+  0.33
× 𝐾𝐾𝐾𝐾𝐾𝐾𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 

Table 11. Definition of the main 4 algorithm ranking 

The rankings will allow to have a complete view of all the algorithms developed and tested with the project data 
sets. Table 12 shows an example of the four rankings. 

Algorithm 𝑲𝑲𝑲𝑲𝑲𝑲𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻𝑻 (%) 𝑲𝑲𝑲𝑲𝑲𝑲𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐𝒐 (%) 𝑲𝑲𝑲𝑲𝑲𝑲𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄  (%) 𝑲𝑲𝑲𝑲𝑲𝑲𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍 (%) 

Data ranking 

Algorithm 2 97 95 99 - 

Algorithm 1 96 98 94 - 

Algorithm 3 70 75 65 - 

Production ranking 

Algorithm 3 86 95 98 68 

Algorithm 1 85 85 99 75 

Algorithm 2 81 87 78 80 

Predictive ranking 

Algorithm 2 99 99 99 - 

Algorithm 1 87 78 95 - 
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Algorithm 3 86 90 82 - 

Total ranking 

Algorithm 2 88 94 92 80 

Algorithm 1 85 87 96 75 

Algorithm 3 78 87 82 68 

Table 12. Example of the main rankings 
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7. Conclusions 

This document describes the basis for the development of Fault and Anomaly Diagnosis (FAD) algorithms for the 
PVOP project. These are based on AI and the study of the current state of the art and the identification of the most 
promising techniques. The main objective is to have a complete solution in this aspect to optimise the operation of 
solar plants. On the other hand, the description of the data structure, information flow, classification and evaluation 
are intended to be a reference in the sector. This would allow for a more standardised development, enabling 
intercomparison of developments and speeding up implementation. 

In this line, Section 4 described the input and output data. The output data are the diagnoses that the algorithms can 
give, proposing a classification based on standards and literature. This will be used during the development of the 
project and published to share with the sector. It may be modified during the project to improve its standardisation 
and adoption by other agents involved. All modifications will be published so that they can be easily shared and at 
the end of the project there will be a definitive classification, which brings together all the experience acquired during 
its development. 

Section 5 has defined the developments of the project's algorithms, establishing two main groups: i) combination of 
heuristic techniques and exploratory AI algorithms and ii) algorithms based on Machine Learning techniques. The 
first group will allow for algorithms that are easier to analyse by the human eye and will allow the solar experts to 
apply their knowledge to the project. The second group will make use of the great potential of machine learning and 
its capacity for data ingestion and pattern detection. All of them will form a powerful set of FAD algorithms that hope 
to be a complete solution to this challenge of solar PV technology. 

Section 6 describes the classification of algorithms, with simple defining characteristics. KPIs for their evaluation are 
also defined. The combination of both definitions allows them to be ranked and compared with each other. All 
algorithms that are developed in the project or externally can be classified with this method and placed in a ranking 
that allows to know which are the best solutions to the defined diagnoses. This list will be kept up to date, being a 
guide to know the state of WP evolution and will be the main result of this part of the project. 
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Annex I: Diagnosis weight tables for rankings 

Diagnoses 𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒐𝒐𝒐𝒐𝒐𝒐  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒄𝒄𝒄𝒄𝒄𝒄  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍 
No data 0,04 0,04 - 
Sensor malfunctioning 0,03 0,03 - 
Sensor crossover 0,03 0,03 - 
Power grid outage 0,07 0,07 0,092 
Grid constriction 0,07 0,07 0,092 
POI limit 0,07 0,07 0,092 
Inverter stop 0,06 0,06 0,079 
Late start 0,04 0,04 0,053 
Temperature derating 0,04 0,04 0,053 
MPPT deviation 0,04 0,04 0,053 
Inverter limit 0,05 0,05 0,066 
Open string box 0,04 0,04 0,053 
Open string 0,03 0,03 0,039 
Damaged string 0,02 0,02 0,026 
Vegetation  0,03 0,03 0,039 
Snow 0,03 0,03 0,039 
Backtracking 0,03 0,03 0,039 
Tracker stop 0,04 0,04 0,053 
Tracker deviation 0,04 0,04 0,053 
Tracker target error 0,03 0,03 0,039 
Flag position 0,03 0,03 0,039 
Shadows 0,02 0,02 - 
Degradation 0,03 0,03 - 
Degraded battery 0,03 0,03 - 
Electrical instability 0,03 0,03 - 
Anomalous temperature 0,03 0,03 - 

Table 13. Weight of diagnoses for Total ranking. 

Diagnoses 𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒐𝒐𝒐𝒐𝒐𝒐  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒄𝒄𝒄𝒄𝒄𝒄  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍 
Power grid outage 0,092 0,092 0,092 
Grid constriction 0,092 0,092 0,092 
POI limit 0,092 0,092 0,092 
Inverter stop 0,079 0,079 0,079 
Late start 0,053 0,053 0,053 
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Temperature derating 0,053 0,053 0,053 
MPPT deviation 0,053 0,053 0,053 
Inverter limit 0,066 0,066 0,066 
Open string box 0,053 0,053 0,053 
Open string 0,039 0,039 0,039 
Damaged string 0,026 0,026 0,026 
Vegetation  0,039 0,039 0,039 
Snow 0,039 0,039 0,039 
Backtracking 0,039 0,039 0,039 
Tracker stop 0,053 0,053 0,053 
Tracker deviation 0,053 0,053 0,053 
Tracker target error 0,039 0,039 0,039 
Flag position 0,039 0,039 0,039 

Table 14. Weight of diagnoses for Production ranking. 

Diagnoses 𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒐𝒐𝒐𝒐𝒐𝒐  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒄𝒄𝒄𝒄𝒄𝒄  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍 
No data 0,4 0,4 - 
Sensor malfunctioning 0,3 0,3 - 
Sensor crossover 0,3 0,3 - 

Table 15. Weight of diagnoses for Data ranking. 

Diagnoses 𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒐𝒐𝒐𝒐𝒐𝒐  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒄𝒄𝒄𝒄𝒄𝒄  𝒌𝒌𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝑫𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍𝒍 
Shadows 0,143 0,143 - 
Degradation 0,214 0,214 - 
Degraded battery 0,214 0,214 - 
Electrical instability 0,214 0,214 - 
Anomalous temperature 0,214 0,214 - 

Table 16. Weight of diagnoses for Predictive ranking. 
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Development and 
demonstration of a 100% 

autonomous aerial inspection 
and fault detection system  
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9. Introduction 

Regarding the state of the art of the use of drone-based non-destructive inspections in solar PV sector, one can 
observe that the technology is well mature when it comes to aerial thermography [1]. The knowledge needed to 
prepare an automatic flight plan, executing it and collecting the imagery is well developed and used. Also, Artificial 
Intelligence/Machine Learning (AI/ML) is widely used to identify and classify defects, and automatic customized 
reports are available by a great number of service providers throughout the world [2]. 

Based on Aeroprotechnik experience, in the vast majority of cases, the thermography of solar PV plants is conducted 
at most once per year, with high effort in terms of equipment and human resources (all the images have to be 
reviewed by a L2 thermographer as per IEC 62446-3). The low granularity of the inspections opens the door to great 
losses of performance and energy yield, due to unnoticed defects on the PV generators, that can stay in place as 
long as one year until detected, reported and fixed. The lack of automation in nowadays majority of inspections, on 
the other hand, increases costs, human effort, and delays results availability. 

Moreover, not every defect in PV modules generates a hotspot and therefore can be spotted by thermography: very 
early-stage millimetric cell cracks, for example, are rarely detected by IR imagery and therefore they can stay “under 
the radars” till the moment in which the fault evolves to something bigger. On the other hand, the PV generators 
themselves are not the only reason for performance losses: one can note that the default of a tracking system (for 
the large PV plants that have this design) is rarely detected before some weeks (or even months) of constant 
underperforming of the subset of strings affected, and even when noticed it is difficult to geo-locate the faulty 
equipment. 

Vegetation management is another factor that Asset Owners of a PV asset must take into important consideration: 
the shadow on the PV modules caused by the growing vegetation leads to losses of energy yield and even to their 
early degradation if shadow is prolonged over time [3]. The vegetation trim often requires extensive use of manpower, 
it is costly and therefore carried out with lower-than-optimal intervals between cuts. 

A crucial aspect on a solar farm is the Asset integrity: in the event of a fire, the farm can be completely destroyed, 
and therefore this incident must be avoided at all costs. Figure 13 shows an example of fire in a farm in Fresno, 
California, whose trigger was a faulty connector. 
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Figure 13. Solar farm after fire. Source: https://kmph.com/ 

There is evidence [4] that the majority of fire events in solar farms are triggered by short-circuits in faulty electrical 
equipment, for example switchers, boards, isolators and cable connectors. We observe that while the bigger electrical 
equipment is usually easily accessible (inverters for example), the connectors spread throughout the PV plant can 
only be inspected by foot, with extensive usage of manpower, high costs and low efficiency. 

Depending on some factors such as the conditions of contract in place with the PV modules manufacturers or the 
age of the farm, there can be in place measures that assure that defective modules are replaced under warranty. In 
some cases, for the claim to be successful, the Serial Number (SN) of the defective module needs to be added in 
the process and it might not have been inventoried by the Asset Owner. The manual collection of the SN on the field 
is time-consuming, expensive and its reliability is low due especially to the high margin of error in the geo-location of 
the SN. 

9.1. Going beyond the state of the Art 
In PVOP, and in this T4.2 in particular, we propose to overcome some of the limitations in the actual technology 
stated in the previous sections by using aerial imagery and AI/ML to go beyond the state of the art, in order to 
contribute to the achievement of one of the main objectives of the project (SO1): Increase the performance of PV 
asset portfolios by 4.7% and reduce their management and O&M costs by 32%.  

The key point of PVOP proposed solution are: 

• Use of high temporal resolution imagery 

Thanks to extensive use of automation and reduction (or elimination) of human supervision on-site, the frequency of 
inspections will be significantly increased. Issues with PV modules or other parts of the farms will be earlier detected 
and corrective measures will be deployed straight after. Furthermore, PVOP proposed solution relies on the cross-
relation between multiple inspections on the same farm area. 
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• Use of high spatial resolution imagery 

It is expected to dramatically increase the imagery resolution, both in terms of sensor quality/capability and in terms 
of proximity from the sensor to the inspected equipment. It will be then possible to detect even the smallest anomalies 
(e.g., millimetric micro-cracks), leading to early corrective measures adoption and follow-up.  

• Use of multispectral imagery: 

The proposed solution is expected to use imagery available from multiple portions of electromagnetic spectrum: UV 
(<380 nm), IR (7500-13000 nm), visible (entire spectrum: 380-700 nm, or divided in channels: RGB), NIR (900-1100 
nm). 

• Extensive use of AI/ML and LL for data processing 

AI/ML and LL (logical layers) are seen as an extremely powerful tool to improve results accuracy, reliability, scalability 
and standardization. 
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10. PVOP Architectural proposal 

An architecture, whose conceptual modules are represented below in Figure 14, has been proposed aiming to 
provide the “Autonomous Aerial Inspections and Fault Detections” system with the required modules to implement a 
near 100% automation but as well the required flexibility and modular concept to accommodate several scalable PV-
related Use Cases. 

 

Figure 14. PVOP T4.2 Architectural proposal 
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The several architectural conceptual modules are described below: 

• Multispectral sensor Data 

Multispectral Data collected through several sensors working in different regions of the electro-magnetic 
spectrum as such (Blue, Green, Red, Red Edge, Near Infrared, others), IR, RGB, EL, UV, others to be studied. 

• Data Collection Automation 

This module implements a set of algorithms specifically designed to automate the data collection for the multiple 
use cases, it will implement routines as such as Flight Height Level Control, Sensor triggering, dynamic flight 
adaptation, high proximity flight and collision avoidance techniques. 

• Data Harmonization and Standardization 

This module makes sure that all data is initially harmonized both in terms of pre-processing imagery settings and 
tunings as well as adjust imagery Raw data to a Standardized format. Such actions will ensure data consistency, 
fidelity and reliability allowing the solution to accommodate huge amounts of data in a scalable way and 
implement the baseline for High Temporal and Spatial Resolution data techniques. 

• Geo-location 

Geo-location is a very important component of any automated solution: it will provide the system with capabilities 
to identify faults down to the PV module and cell level in an efficient and error-free way. 

• AI/ML 

Artificial Intelligence algorithms will be created and trained in order to identify faults in an automated and scalable 
way based on object detection patterns. Such algorithms will be trained with real datasets in a retrofitted loop 
allowing their accuracy and reliability to improve over time. Data augmentation techniques will be used in order 
to improve accuracy and efficiency (in terms of human time) during data tagging phase. 

The general overview of this conceptual module is represented in the following diagram: 
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Figure 15. PVOP T4.2 AI/ML diagram 

• Logical Layers 

Provides the system with logic and threshold trigger rules in order to complement and improve native AI/ML 
algorithms. Such layer is of extreme importance in the effective integration & adaptation of AI/ML algorithms for 
every specific proposed use case. It implements complex rules, calculations, fuzzy systems, fault classification 
and quantification functionalities. 

• Data insights 

Ultimately, this module transforms the full system analysis into Actionable Insights leading to PV Asset 
Performance enhancement, OPEX optimization and Asset de-risking. 



D4.1 CONCEPT WP4 

 60 

 

 

11. Use Cases 

The solution is constituted by 6 modules (use cases) that can be used in combination between themselves or as 
stand-alone modules. The adoption of the most complete solution (all the use cases) will be encouraged by the fact 
that some of the use cases share hardware components. 

Table 17 shows the Uses Cases PVOP solution for T4.2 is made of: 

Autonomous Aerial Inspection for fault detection system – Use Cases 

Use case No. Brief description 

1 Automated Aerial Electro-Luminescence (EL) testing and failure detection 

2 Ultra-High-Resolution imagery applied to detect different problems at PV modules and to 
inventory PV module serial numbers 

3 UV Fluorescence to detect defects in PV modules such as cracked cells in a fast and cost-
efficient way 

4 Real-time identification of misaligned trackers 

5 Real-time identification of hanging DC cables as potential fire Risk Automatic Detection 

6 Vegetation Management 

Table 17. Autonomous Aerial Inspection for fault detection systems - Use Cases 

11.1. Automated Aerial Electro-Luminescence (EL) testing 
and failure detection 
Electro-luminescence (EL) testing is a non-destructive method used to identify defects and issues in PV modules, 
like cell cracks and micro-cracks [5]. EL is based on the silicon cells property of emitting photons (light) when 
electrically biased. Imagery is usually captured at night (due to the low intensity of the emission, that would be 
completely overcome by the Sun during the day) by a camera with properly filtered lens. 

EL test is usually performed: 

• At origin (factory), for manufacturing quality control and pre-shipment validation 

• At modules reception, for verification of absence of damage after transportation 
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• After modules installation, for verification of damage absence after mounting 

Normally, PV modules factories are equipped with labs in order to perform EL tests on modules, while tests executed 
on the field are carried out in closed shelters (mobile labs). Regarding the testing on the field the present-used field 
setup (mobile lab) is ineffective and time-consuming because it is necessary to unmount and remount the PV module 
each time, and the mobile lab deployment can be expensive and inefficient. 

IEC/TS 60904-13 sets the methods and best practices for capturing electroluminescence images of PV modules, in 
a field or laboratory setup. Quantitative (processing of images to obtain quantitative metrics about them) and 
qualitative (provide guidance to qualitatively interpret the images for features that are observed) methods are 
addressed. In its Annex D the defects that are possible to identify using EL are presented; among them, we’d like to 
point the ones difficult to spot with other techniques in crystalline silicon modules, such as: 

• Cell cracks (with or without isolation of regions of the cell) 

• Missing, broken, or delaminated grid finger lines 

• Wafer/cell contamination 

• Solder flux interaction with grid finger metallization — silicon interface 

As an example of a EL picture, Figure 16 shows the post-processed EL image of a PV module taken in the field by 
Aeroprotechnik in a solar farm located in France, with a DSLR camera mounted on a tripod. A cell crack in the upper 
part of the module is easily visible: this issue would be hardly detected with other types of non-destructive tests.  

 

Figure 16. Post-processed EL image of PV module 



D4.1 CONCEPT WP4 

 62 

 

 

PVOP proposal for this Use Case is an aerial-based platform capable to autonomously perform EL Tests on a 
selected and biased section of a PV farm, transfer the images to a processing area, process them with AI/ML/LL in 
order to identify and geo-locate issues and automatically provide results to designated receivers. 

The proposed architecture of this module is shown in Figure 17: 

 

Figure 17. Automatic EL Test - Architecture 

The equipment expected be used for this module are presented in Table 18: 

Automatic EL Test - Equipment 

Equipment type Purpose 

DC power source 
Biases multiple strings in absence of the possibility of direct biasing from 
the inverters 

Drone Carries the selected payload  

Sensor Data collection 

Table 18. Automated EL Test - Equipment 

11.1.1. Field Setup 

The biasing of the modules is the most challenging difficulty to overcome in order to reach a certain degree of 
scalability (in terms of PV modules/strings inspected per night). 

PVOP proposes two solutions in order to save time and costs: 

• Bias of the modules directly from the inverters 

The possibility to have the PV modules biased directly from the inverters will be investigated and contacts will be 
made with a number of manufacturers in order to study the possibility that the equipment works as AC-DC 
converter. In this case, with a careful synchronization between the drone location and the biasing sequence, the 
drone will always be flying in biased sections of the farm.   

• A sufficient powered programmable DC source is used to bias multiple strings at the same time. 
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The DC source can be placed close to the center of the area of inspection, fed with AC power available on-site 
and connected to all the strings of the inspection area via a switcher. With a careful synchronization between the 
drone flights and the switcher (integration between programmable DC source and drone will be addressed), the 
source will always be injecting power in the string (or strings) the drone is flying over. 

11.1.2. Data Collection 

The farm is mapped once in its lifetime based on the As-Builts available from the Asset Owner and with the IDs 
already set. Whenever the As-Builts are not available (older farms, ownership change without transfer of 
documentation) or not up-to-date (expansions, tables/trackers removed), farms can be mapped with other 
methodologies, as satellite images, imagery and/or point clouds collected on the field. 

Taking into consideration that EL flights will be executed at night, some challenges related to data acquisition need 
to be addressed: the drone proximity sensors, for example, will not operate as expected in these conditions. To 
mitigate this issue, and reach the required level of automation and safety, the flight plans will be generated with 
alternative obstacle avoidance methodologies.  

The preparation of the flight plans is also the first pillar for the subsequent data flow process: a correct data collection 
planning will endorse the imagery acquisition in the exactly expected location, and all collected imagery will be 
integrated with the necessary metadata needed later on for their processing.  

Since no commercial drone camera with the required specification is currently available on the marked, this module 
will require the preparation of a customized payload. At the end of the missions, the customized payload will connect 
to a local network and synchronize the data, after the synchronization process, the payload will be prepared for a 
new data collection. 

11.1.3. Data processing 

As the data is being received by the data processing engine, the analysis process will start immediately. Data 
processing is divided into several steps, each of them being responsible for a part of the process that will, in the end, 
associate all identified anomalies to the specific PV modules as per solar assets As-Built information. The required 
metadata needed for the subsequent steps is extracted from the imagery and cross-related with the drone flight 
plans, the areas of interest are identified, isolated and geo-located, and autonomous defect detection module, using 
AI/ML/LL algorithms is triggered. IEC/TS 60904-13 will be taken as reference regarding the type of anomalies (and 
their criticality) that will be searched. 

11.2. Ultra-High-Resolution imagery applied to detect 
different problems at PV modules and to inventory PV 
module serial numbers 
As second Use Case of the global solution, T4.2 intends to develop a use case that will drastically increase the 
resolution of the RGB imagery collected on the field. The proposed use case consists in an autonomous airborne 
platform equipped with Ultra-High-resolution camera (>= 50 MPx) that will fly at a very close distance (< 1 m expected) 
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from the PV modules, transfer the images to the processing environment, process them with AI/ML/LL in order to 
identify and geo-locate issues (or read Serial Number labels) and automatically provide results to designated 
receivers. 

Among the defects that the proposed module will be able to autonomously detect and geo-locate, we can include: 

• Split glasses (that sometime have not a thermal pattern and therefore are difficult to detect by thermal inspection) 

• Delamination (especially for thin film modules) 

• Gas pockets (especially early-stage ones) 

• Sub-millimeter level cracks 

Figure 18 shows a broken glass (better visible in the enlargement) in a solar farm in France, collected by 
Aeroprotechnik with a drone flying at 7 m AGL. 

 

Figure 18. Broken glass in solar plant 
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The equipment and technology embedded in this module will also empower the possibility of performing an automatic 
reading of the PV modules Serial Number, an activity meant to be performed only once for the entire life of the asset 
but, as stated in the previous sections, particularly useful for claims. It is advisable that SN reading is performed as 
soon as possible after panels installation in order to avoid that dirtiness, prolonged sunlight or other ambient factors 
worsen the readability of the labels. 

Figure 19 shows the full-picture (with label detail) of a PV module collected by Aeroprotechnik in Portugal, with an 
airborne 20 MPx camera, manually operated at a distance of approximately 1.5 m to the module. It is possible to 
observe that despite the number is readable, the image resolution and definition is not high enough to clearly view 
the barcode (whose reliability is much better than a printed number). 

 

Figure 19. Serial Number of PV module 

For both scenarios (defect detection or SN inventory), the proximity from the drone to the PV modules  necessary to 
reach the desired resolution (< 1 m) requires an accurate collision avoidance system in order to maintain 
operations safe and avoid damages to the Asset. The details of this system will be discussed in Section 13.2.2. 
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Ambient conditions (light conditions, Sun position, weather) and characteristic of the farm (PV modules material 
reflectivity, colour, type of soil) have a big influence on the quality and usability of the imagery, so they must be taken 
into important consideration and settings of the camera should be set accordingly. 

The proposed architecture of this module is shown in Figure 20: 

 

Figure 20. Ultra-High Resolution Imagery - Architecture 

The equipment expected be used for this module are presented in Table 19: 

Ultra-High Resolution Imagery - Equipment 

Equipment type Purpose 

Drone Carries the selected payload 

Sensor Data collection 

Table 19. Ultra-High Resolution Imagery - Equipment 

11.2.1. Data Collection 

The farm is mapped once in its lifetime based on the As-Builts available from the Asset Owner and with the IDs 
already set. Whenever the As-Builts are not available (older farms, ownership change without transfer of 
documentation) or not up-to-date (expansions, tables/trackers removed), farms can be mapped with other 
methodologies, such as satellite images, orthophotos and/or point clouds collected on the field. 

To achieve the required detail level for ultra-high-resolution imagery, data collection must be executed closer than 
1m from the area of interest. This level of proximity implies the developing of new techniques for collision avoidance 
and improved precision flights. Each image will be captured at the precise locations calculated taking in consideration 
the distance to the area of interest and camera characteristics, and will be embedded with all required metadata for 
the posterior data-processing stage. Taking in consideration the hardware currently available in the market, several 
payloads present the required quality for this type of data collection, the major obstacles to overcome will be the 
proximity requirement. The possibility to acquire data without stopping the drone for each photo will be evaluated, 
with the objective to maximize batteries duration and decrease collection time. At the end of the missions, all acquired 
data will be automatically synchronized and data processing will be triggered. 
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11.2.2. Collision avoidance system design 

In order to comply with the precision level required for this type of autonomous flights, new approaches must be 
addressed: PVOP proposal takes advantage of the asset area digitalization, already realized with a centimeter-level 
precision, and cross-relates it with the asset As-Built to identify all data collection points. After optimal data collection 
points have been identified, a predictive flight plan will be generated and validated over the centimeter-level 
digitalization. All flight plans will be optimized in terms of quality and checked for their safety: the drone flights will be 
virtually simulated and automatically adjusted if a potential collision point is detected. 

11.2.3. Data processing 

The sub-section 13.2.3.1. and 13.2.3.2. will describe the data processing flow for the two possible uses of this Use 
Case: anomalies detection in the PV modules and SN Inventory. 

11.2.3.1. Data processing (anomalies detection) 

Regarding data processing for anomalies detection, analysis process starts immediately as the data is being received 
by the data processing engine. Data processing is divided into several steps, each of them being responsible for a 
part of the process that will, in the end, associate all identified anomalies to the specific PV modules as per solar 
assets As-Built information. The required metadata needed for the subsequent steps is extracted from the imagery 
and cross-related with the drone flight plans, the areas of interest are identified, isolated and geo-located, and 
autonomous defect detection module, using AI/ML/LL algorithms, is triggered. 

11.2.3.2. Data processing (SN Inventory) 

Regarding data processing for SN Inventory, the process is significantly similar to the previous one: the required 
metadata is extracted from the captured data and cross-related with the drone flight plans, the areas of interest 
(location in the PV module where the serial number is attached) are identified, isolated and geo-located. From this 
point, several processing layers will be sequentially deployed in order to read the serial number: among them, 
barcode reading and OCR. 

11.3. UV Fluorescence to detect defects in PV modules 
such as cracked cells in a fast and cost-efficient way 
UV Fluorescence has been proposed in recent years [6] as a fast, cheap and reliable non-destructive test for the in-
situ detection of cracks and other issues in the PV module cells. Differently from Electroluminescence, PV modules 
do not need to be biased, so the scalability is much higher when compared to the traditional EL Test. 

When PV modules are irradiated with UV light (310 to 400 nm), they present a fluorescence signal that can be 
recorded by a camera and subsequently analysed for anomalies detection.  

Figure 21 [7] shows the physical process responsible for the phenomenon. 
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• In its original state, the encapsulant material (Ethylene-vinyl acetate, EVA) does not contain fluorophores and 
therefore does not exhibit fluorescence. 

• Fluorophores formation starts when the module is deployed on the field, and it is triggered by aging, exposure to 
Sunlight, degradation of the UV-active curing agents and permeation of water vapor into the rear encapsulant 
material via the polymeric backsheet. 

• On the other hand, fluorophores are extinguished by chemical photo-bleaching in the presence of irradiation and 
oxygen permeating in the PV module through the backsheet. 

 

Figure 21. Formation and extinction of UV Fluorescence 

An example of fluorescence pattern resulting from both the formation and the extinction of the Fluorophores is 
represented in Figure 22 (imagery collected by Brightspot Automation with a hand-held camera in a solar farm in the 
US, post-processed by Aeroprotechnik [8]): 

 

Figure 22. UVF imagery of PV module 
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One of the cracked cell of this PV module can be observed highlighted in the red square: as shown in the right part 
of Figure 22, the crack (as a discontinuity of the cell), makes room for the oxygen from the backsheet to penetrate in 
the front part of the PV module and therefore extinguish the UV fluorescence. 

Since it does not require power to be injected in the modules, UVF has been considered a scalable alternative to EL, 
however, two main challenges need to be considered: 

• The UV-F pattern of the PV modules heavily depends on their material, brand, technology, and even on different 
production batches of the same PV module from the same producer [9]. Furthermore, in recently spreading into 
the market glass/glass PV modules, due to the absence of the backsheet, the signal can be very weak. 

• There is no IEC standard set with methods and best practices for this non-destructive inspection technique.   

PVOP proposal for this Use Case is an aerial-based platform capable to autonomously perform UV-F Tests on a 
PV farm, transfer the images to a processing area, process them with AI/ML/LL in order to identify and geo-locate 
anomalies and automatically report to designated receivers. 

The proposed architecture of this module is shown in Figure 23: 

 

Figure 23. UV Fluorescence - Architecture 

The equipment expected be used for this module are presented in Table 20: 

UV Fluorescence - Equipment 

Equipment type Purpose 

Drone Carries the source and the sensor 

UV Source Provides UV light to the modules 

Sensor Data collection 

Table 20. UV Fluorescence - Equipment 
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11.3.1. Data Collection 

The farm is mapped once in its lifetime based on the As-Builts available from the Asset Owner and with the IDs 
already set. Whenever the As-Builts are not available (older farms, ownership change without transfer of 
documentation) or not up-to-date (expansions, tables/trackers removed), farms can be mapped with other 
methodologies, such as satellite images, orthophotos and/or point clouds collected on the field. 

Taking into consideration that UV Fluorescence data acquisition will be executed at night, some challenges need to 
be addressed: the drone proximity sensors, for example, will not operate as expected in these conditions. To mitigate 
this issue, and reach the required level of automation and safety, all the flight plans will be generated with alternative 
obstacle avoidance methodologies. The preparation of the flight plans is also the first pillar for the subsequent data 
flow process: a correct data collection planning will make possible the imagery acquisition in the exact expected 
locations, and all collected data will be integrated with the necessary metadata needed later on for the data 
processing.  

Since no commercial equipment with the required specification is currently available on the market, this module will 
require the preparation of a customized payload that will include the camera and the UV light emitter. At the end of 
the missions the data synchronization will automatically begin, and once the synchronization process is completed 
the payload will be prepared for a new data collection. 

11.3.2. Data processing 

As the data is being received by the data processing engine, the analysis process will start immediately. Data 
processing is divided into several steps, each of them being responsible for a part of the process that will, in the end, 
associate all identified anomalies to the specific PV modules as per solar assets As-Built information. The required 
metadata needed for the subsequent steps is extracted from the imagery and cross-related with the drone flight 
plans, the areas of interest are identified, isolated and geo-located, and autonomous defect detection module, using 
AI/ML/LL algorithms and data augmentation technics if required, is triggered. 

11.4. Real-time identification of misaligned trackers 
A misaligned tracker can cause an energy loss up to 44% [10] per year, so their early detection and subsequent 
maintenance is key in order to improve Asset’s energy yield. Stopped trackers are usually caused either by faults in 
the tracking system or by problems in the communication between the NCUs (Network Control Units) and each 
tracker’s TCU (Tracker Control Unit).  

Based on the consortium experience, misaligned trackers can stand for months before being noticed and fixed. 
Especially in larger plants, where there is no possibility to easily see every part of the field from the O&M base, it is 
possible to notice the drop in power production and deduce that some trackers might be not properly orientated, but 
it is very difficult to: 

• Determine that the power drop is due principally to misaligned trackers (the drop itself is not constant over time, 
since the difference between the orientation angle of the non-functional tracker and the other ones depends on 
the moment of the day) 
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• Once being sure that there is one or more misaligned trackers, geo-locate them. 

Figure 24 shows a stopped tracker captured by Aeroprotechnik from a drone flying at 80 m AGL in a solar farm in 
Spain. Picture was collected at 3.20 pm. It is interesting to note that at the time of inspection the non-functional 
tracker orientation is completely opposite compared to the others. If the same photography had been taken in the 
morning, the identification of the non-functional tracker would have been a much more difficult challenge, since its 
orientation angle would have been very close to the functional ones. 

 

Figure 24. Misaligned tracker in a solar farm 

PVOP technical concept for this module is an AI/ML-powered airborne system capable to autonomously identify, 
geo-locate and report misaligned trackers of a solar farm by comparison of multi-temporal imagery. Numerous 
inspections during the same day on the same farm area are expected, so one can eliminate the possibility that, if 
unlucky enough, the orientation angle of the non-functional trackers at the moment of the inspection is 
undistinguishable from the normally working ones. 

The proposed architecture of this module is shown in Figure 25: 

 

Figure 25. Misaligned trackers - Architecture 
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The equipment expected be used for this module are presented in Table 21: 

Misaligned trackers - Equipment 

Equipment type Purpose 

Drone Carries payload 

Sensor Data collection 

Table 21. Misaligned trackers - Equipment 

11.4.1. Data Collection 

The farm is mapped once in its lifetime based on the As-Builts available from the Asset Owner and with the IDs 
already set. Whenever the As-Builts are not available (older farms, ownership change without transfer of 
documentation) or not up-to-date (expansions, tables/trackers removed), farms can be mapped with other 
methodologies, as satellite images, orthophotos and/or point clouds collected on the field. 

To increase the accuracy of the misaligned tracker detection and at the same time decrease the collection time, the 
altitude of this type of data collection should be higher than all the others. Taking into consideration the behaviour of 
the trackers and their orientation, autonomous flights must be repeated at different times of the day and the exact 
same data must be acquired at predefined moments. Each image will be taken at precise locations, calculated taking 
in consideration the distance from the area of interest and camera characteristics, and embedded with all required 
metadata for the posterior data-processing stage. Taking in consideration the hardware currently available in the 
market, several payloads present the required specifications for this type of data collection. At the end of all the 
missions, all acquired data will be automatically synchronized in order to trigger the data processing. 

11.4.2. Data processing 

At a specific time of the day, the data processing engine will start to process the collected data in different moments 
of the day. The data processing is divided into several steps, each of one being responsible for a part of the process 
The required metadata needed for the subsequent steps is extracted from the imagery and cross-related with the 
drone flight plans, the areas of interest are identified, isolated and geo-located. All the multitemporal datasets will be 
cross-related to each other and, if available, with the expected orientation angle for that day/hour of the year. This 
analysis will allow to identify all trackers presenting a misalignment behaviour. 
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11.5. Real-time identification of hanging DC cables as 
potential fire Risk Automatic Detection 
As discussed in the previous section, hanging DC cables/connectors are one of the principal causes of fires in PV 
plants: a defective connector can reach temperatures up to 72 ºC, as shown by Figure 26 (thermography collected 
by Aeroprotechnik in a PV farm whose location can’t be disclosed). 

Figure 27 shows a hanging DC connector captured in a PV farm in France by an Aeroprotechnik technician inspecting 
the farm by foot in order to assess damages after a fire. We don’t have information about the cause of this fire, but a 
hanging defective connector, with sufficient dry vegetation around, can serve as a fire trigger, with potential 
destructive outcomes.  

 

Figure 26. Overheated DC connector 

 

Figure 27. Hanging DC cable 
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PVOP technical concept for this module is an airborne system capable to autonomously identify, geo-locate and 
report hanging DC cables and connectors of a solar farm by AI/ML/LL-powered analysis of imagery coming from low-
altitude flights behind the tables/trackers. 

The proximity from the drone to the ground (< 1 m) necessary to visually reach the potential hanging cables requires: 

• An accurate collision avoidance system in order to maintain operations safe and avoid damages to the Asset. 
The details of this system will be discussed in Section 13.5.2. 

• A meticulous organization between the drone inspection and other activities carried out in the affected part of the 
farm (maintenance, grass cutting, vehicles moving around, people walking, animals grazing) in order to avoid 
injuries to people and equipment damage. 

The proposed architecture of this module is shown in Figure 28: 

 

Figure 28. Hanging DC cables - Architecture 

The equipment expected be used for this module are presented in Table 22: 

Real-time identification of hanging DC cables 

Equipment type Purpose 

Drone Carries payload 

Sensor Data collection 

Table 22. Hanging DC cables - Equipment 

11.5.1. Data Collection 

The farm is mapped once in its lifetime based on the As-Builts available from the Asset Owner and with the IDs 
already set. Whenever the As-Builts are not available (older farms, ownership change without transfer of 
documentation) or not up-to-date (expansions, tables/trackers removed), farm can be mapped with other 
methodologies, such as satellite images, orthophotos and/or point clouds collected on the field. 

Data collection for this Use Case requires a very low altitude flight looking at the back of the modules, where the 
cabling is situated. This level of proximity implies the developing of new techniques for collision avoidance and 



D4.1 CONCEPT WP4 

 75 

 

 

improved precision flights. Each image will be captured at the precise locations calculated taking in consideration the 
distance to the area of interest and camera characteristics, and will be embedded with all required metadata for the 
posterior data-processing stage. Taking in consideration the hardware currently available in the market, several 
payloads present the required quality for this type of data collection, the major obstacles to overcome will be the 
proximity requirement. The possibility to acquire data without stopping the drone for each photo will be evaluated, 
with the objective to maximize batteries duration and decrease collection time. At the end of the missions, all acquired 
data will be automatically synchronized and data processing will be triggered. 

11.5.2. Collision avoidance design 

In order to comply with the precision level required for hanging DC cables data collection, new approaches must be 
addressed: PVOP proposal takes advantage of the asset area digitalization, already realized with a centimeter-level 
precision, and cross-relates it with the asset As-Built to identify all data collection points. After optimal data collection 
points have been defined, a predictive flight plan will be generated and validated over the centimeter-level 
digitalization. All flight plans will be optimized in terms of quality and checked for their safety: the drone flights will be 
virtually simulated and automatically adjusted if a potential collision point is detected. 

11.5.3. Data processing 

As the data is being received by the data processing engine, the analysis process will start immediately. Data 
processing is divided into several steps, each of them being responsible for a part of the process that will, in the end, 
associate all identified anomalies to the specific strings as pear solar assets As-Built documentation. The required 
metadata is extracted from the imagery and cross-related with the drone flight plan, then automatic AI/ML/LL defect 
detection algorithms (developed and trained on both RGB and thermal pictures) will analyse the entire images in 
order to identify hanging cables as points of potential fire risk. 

11.6. Vegetation Management 
Vegetation management is an extremely important part of an asset’s management. It is frequently included in O&M 
contracts, with specific KPIs and penalties to be paid if those are not met.  

PVOP technical concept for this module is an airborne system capable to autonomously identify, geo-locate and 
report areas of the farm that need priority intervention in terms of vegetation management, based on available multi-
spectral data processed with AI/ML and LL tools. 

Figure 29 shows the visual picture (left) and IR (right) captured by Aeroprotechnik during the thermal inspection of a 
PV farm in France with a problem of abnormally growing vegetation in one particular section (probably due to the 
different type of soil in this part). It is important to notice that the hotspots created by the shrubs not only reduce the 
energy yield of the farm, but can lead to early degradation of the PV modules if shadow is prolonged over time. 
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Figure 29. Abnormally growing vegetation in solar plant 

The proposed architecture of this use case is shown in Figure 30: 

 

Figure 30. Vegetation Management - Architecture 

The equipment expected be used for this use case are presented in Table 23: 

Vegetation Management 

Equipment type Purpose 

Drone Carries payload 

Sensor Data collection 

Table 23. Vegetation Management - Equipment 
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11.6.1. Data Collection 

The farm is mapped with a Geographic Information System (GIS) software based on the As-Builts available from the 
Asset Owner and with the PV modules/trackers IDs already set. Whenever the As-Builts are not available (older 
farms, ownership change without transfer of documentation) or not up-to-date (expansions, tables/trackers removed), 
farms can be mapped with other methodologies, as satellite images, orthophotos and/or point clouds collected on 
the field.  

Taking in consideration the drone altitude required to perform the data collection (safe altitude with normally no 
obstacles), we believe there is no need to use precise flight plans with the collision avoidance layer incorporated. 
Each image will be captured at the precise locations calculated taking in consideration the distance to the area of 
interest and camera characteristics, and will be embedded with all required metadata for the posterior data-
processing stage. Regarding the hardware currently available in the market, several payloads present the required 
technical specs for this type of data collection (multispectral). At the end of the missions, all acquired data will be 
automatically synchronized and data processing will be triggered. 

11.6.2. Data processing 

As the data is being received by the data processing engine, the analysis process will start immediately. Data 
processing is divided into several steps, each of them being responsible for a part of the process that will, in the end, 
identify areas where priority actions should be taken, in order to control the vegetation growth and proliferation, with 
multiple criticality levels classification. 

The required metadata is extracted from the imagery and cross-related with the drone flight plan and the assets As-
Built documentation. Multiple spectral layers are combined, recreating a visual image over which several AI/ML/LL 
algorithms developed and trained will identify the type of vegetation and its grow ratio, resulting the action plan for 
the required asset areas. 
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12. Experiments and KPIs 

It is extremely important for technical solution validation that experiments are carried out throughout all the developing 
phases, starting from each module individually, going up to each entire Use Case and ultimately to the solution as a 
whole. The validation phases are represented below in Figure 31. Use Cases modules can be tested at the same 
time (in parallel) and they are integrated into each Use Case when their behaviour meets expectations. Finally, the 
whole solution is submitted to an extensive test campaign with the objective to check the interaction between Use 
Cases, their synergies and results. 

 

Figure 31. Experiment and validation phases 

12.1. Experiment locations/Validation environment 
Experiments and Validation phase will be conducted in two Phases: 

• Phase 1: Validation in a controlled environment 
• Phase 2: Validation in Real-condition environment 

The selected locations for experiments and validation are: 

• Aeroprotechnik office in Viseu, Portugal (Phase 1) 

• Aeroprotechnik field test facility (not a solar farm, but equipped with some PV modules) (Phase 1) 

• Open fields far away from houses, natural or artificial obstacles, airports, heliports (Phase 1) 

• PV farms (in Portugal) belonging to a long-term customer Company that Aeroprotechnik has a strong relation 
with, having already used its installations for test purposes and whose contact for PVOP testing purposes has 
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already been made. The selected Company has farms with PV modules of different technologies, brands and 
power levels, so tests will be conducted in several environments. (Phase 2) 

Table 24 shows the locations selected for testing each module of the global solution: 

Selected locations for Testing 

Module AERO office AERO field test facility Open fields Real PV farms 

Sensors parameters     

Data collection 
Automation     

Data Harmonization and 
Standardization     

Geo-location     

Algorithms, AI/ML/LL     

Solution as a whole     

Table 24. Selected locations for testing 

12.2. KPIs 
Global solution provided by T 4.2 will contribute to the SO1 of PVOP project: “Increase the performance of PV asset 
portfolios by 4.7% and reduce their management and O&M costs by 32%.” 

Proposed KPIs for each Use Case are detailed in the following sub-chapters. 

12.2.1. KPIs - Automated Aerial Electro-Luminescence (EL) testing and 
failure detection 

Proposed KPIs – EL Test 

KPI Category Description 
Target Values 

Phase 1 Phase 2 
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System Availability 
Availability of the system for the inspection 
given favorable environment conditions and 
excluding force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 

Percentage of existent defects correctly 
identified, geo-located and classified. 
(Benchmark: manual revision) 

> 85% > 97% 

Percentage of non-existent defects pointed out 
as such: False Positives (Benchmark: manual 
revision) 

< 15% < 5% 

Percentage of existent defects not pointed out 
as such: False Negatives (Benchmark: manual 
revision) 

< 15% < 3% 

Table 25. Proposed KPIs - EL Test 

12.2.2. KPIs - Ultra-High-Resolution imagery applied to detect different 
problems at PV modules and to inventory PV module serial numbers 

Proposed KPIs – UHR Imagery 

KPI Category Description 
Target Values 

Phase 1 Phase 2 

System Availability 
Availability of the system for the inspection given 
favorable environment conditions and excluding 
force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 

(Defect detection) 

Percentage of existent defects correctly identified, 
geo-located and classified. (Benchmark: manual 
revision) 

> 85% > 97% 

Percentage of non-existent defects pointed out as 
such: False Positives (Benchmark: manual 
revision) 

< 15% < 5% 

Percentage of existent defects not pointed out as 
such: False Negatives (Benchmark: manual 
revision) 

< 15% < 3% 
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Performance 

(SN Inventory) 

Percentage of labels correctly identified and geo-
located 

Note: the proposed target value assumes clean modules and labels in 
good readability conditions. 

> 80% > 95% 

Safety Percentage of collisions avoided by the Collision 
Avoidance System 

100% 100% 

Table 26. Proposed KPIs – UHR Imagery 

12.2.3. KPIs - UV Fluorescence to detect defects in PV modules such as 
cracked cells in a fast and cost-efficient way 

Proposed KPIs – UV Fluorescence 

KPI Category Description 
Target Values 

Phase 1 Phase 2 

System Availability 
Availability of the system for the inspection given 
favorable environment conditions and excluding 
force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 

Percentage of existent defects correctly identified, 
geo-located and classified. (Benchmark: manual 
revision) 

> 85% > 97% 

Percentage of non-existent defects pointed out as 
such: False Positives 

< 15% < 5% 

Percentage of existent defects not pointed out as 
such: False Negatives (Benchmark: manual 
revision) 

< 15% < 3% 

Table 27. Proposed KPIs – UV Fluorescence 

12.2.4. KPIs – Real-time identification of misaligned trackers 

Proposed KPIs – Misaligned trackers 

KPI Category Description Target Values 
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Phase 1 Phase 2 

System Availability 
Availability of the system for the inspection given 
favorable environment conditions and excluding 
force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 

Percentage of existent misaligned trackers 
correctly identified and geo-located. (Benchmark: 
manual revision) 

> 85% > 97% 

Percentage of correctly aligned trackers reported 
as misaligned: False Positives 

< 15% < 5% 

Percentage of misaligned trackers not pointed out 
as such: False Negatives (Benchmark: manual 
revision) 

< 15% < 3% 

Table 28. Proposed KPIs – Misaligned trackers 

12.2.5. KPIs – Real-time identification of hanging DC cables as potential fire 
Risk Automatic Detection 

Proposed KPIs – Hanging DC cables 

KPI Category Description 
Target Values 

Phase 1 Phase 2 

System Availability 
Availability of the system for the inspection given 
favorable environment conditions and excluding 
force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 

Percentage of existent hanging DC cables 
correctly identified and geo-located. 
(Benchmark: manual revision) 

> 85% > 97% 

Percentage of non-existent hanging DC cables 
reported as such: False Positives 

< 15% < 5% 

Percentage of existent hanging DC cables not 
pointed out as such: False Negatives 
(Benchmark: manual revision) 

< 15% < 3% 
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Safety Percentage of collisions avoided by the Collision 
Avoidance System 

100% 100% 

Table 29. Proposed KPIs – Hanging DC cables 

12.2.6. KPIs - Vegetation Management 

Proposed KPIs – Vegetation Management 

KPI Category Description 
Target Values 

Phase 1 Phase 2 

System Availability 
Availability of the system for the inspection given 
favorable environment conditions and excluding 
force majeure cause. 

> 90% of the 
time 

> 99% of the 
time 

Performance 
Equivalence between the priority zones pointed by 
this Use Case and a manual identification of priority 
zones of intervention 

> 85% of the 
zones must 

coincide 

> 97% of the 
zones must 

coincide 

Table 30. Proposed KPIs – Vegetation Management 
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